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manner.
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CyB ST Platform for a Trusted Internet of Things GrOWingDemandor IOTDeViceS
A Visionwofinternet of Things loT) is to establish A Number of connectedoT devices is
a new ecesystem comprised of heterogeneous expected:to-exceedthe number of
connected devices mobile phones
30
= M2M (30% = 46%)
; Smartphones (19% = 21%)
Iq Other phones (24% > 9%)
) TVs (11% > 12%)
10 PCs ( 9% > 5%)
> Tablets ( 3% > 3%)
0 Other ( 3% > 3%)

2015 2016 2017 2018 2019 2020

Global number of devices and connections growth in
billions

Suchitechnological evolutiaa making-our society viubnerable te new fornislof-threats andcattacks,
therefore renderingCyberSecurityamongst the most important aspects of a networked world.
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Threats

A The fact that the number of the intelligent things (attributed to industries, businesses, and consumers) has

greatly increased in the past few yeaaspplifiesany conecerns-aboutthesecurityrof networked applications
and semvices;
thesemay,rather easily, become targetsf cybercriminals that are using vulnerabilities traded in the
deepnetto accomplish their objectivg®.g. to take control of devices, gain acaesapplications deny
services to legitimate users, etc.).

16

Ascyber attacks become more-frequent and-sophisticated 5
they attack Internet connected appliances such as /\//\
refrigerators, televisions , cameras and camsorder to 8 \V
performDoS( Denial of Serviceajtacks /

4

Jan Mar May Jul Sep Nov
Cyber-attacks are:capable of deliveringanything that is
remotely controlled:to Cyberrcriminals: Total number for2015 ddoSattacks in/millions.

1. May access full control of Drones and Vehicles

2. Computer controlled devices in automobiles such as brakes, locks, engines, steeringy*wheeintly
not connected to external networks

3. Potentiallydeadly vulnerabilitiesalready found irfMedical devicege.g.insulinpumps, xray systems)
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Cybert NHza G Q&

A Theiincreasing number ofrsmart devices (1oT)
A Theiincreasingrareas of applications

¢
¢
¢
¢
¢

A Theiinterconnectivity: betweennetworks.g: ISP network, Home network,
Business networletc.)

A Themassivertransfer ofimportaahd personal-data
through multiple networks.

A Theiincreasing number of attackscand tigpearance
of zero-day wvulnerabilitiesn smartdevices

((n))

Industry

Cars

Sensors (e.gcamera¥

House (e.g fridge, air conditionerbaby monitor, thermostat etc.)
Wearable devices (e.gvatches, glasses, etc.)

Mobile Network
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CYB@ST Platform for a Trusted Internet of Things SCientifiC Objectives

eCreate-a new paradigm for the-NG- eyHsecurity defense \systems

eQuicklydetect:and ieffectively: respond 1o-sophisticated-cyber
attacks
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