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Scope of the presenation

The Cyber-Trust ά/ȅōŜǊ-Threat Intelligence, Detection and Mitigation 
tƭŀǘŦƻǊƳ ŦƻǊ ŀ ¢ǊǳǎǘŜŘ LƴǘŜǊƴŜǘ ƻŦ ¢ƘƛƴƎǎέ software platform, 

is showcasing 

how Law Enforcement Agents will be assisted in viewing and receiving 
information from Telecom/Internet providers and Smart Homes

that potentially holds digital evidences of specific cyber-crimes, in a timely 
manner.
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GrowingDemand for IoTDevices

Å Vision of Internet of Things ( IoT) is to establish 
a new eco-system comprised of heterogeneous 
connected devices

Å Number of connected IoTdevices is 
expected to exceed the number of 
mobile phones

Global number of devices and connections growth in 
billions

Such technological evolution is making our society vulnerable to new forms of threats and attacks,
therefore rendering CyberSecurity amongst the most important aspects of a networked world.
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Threats

Å The fact that the number of the intelligent things (attributed to industries, businesses, and consumers) has 
greatly increased in the past few years, amplifies any concerns about the security of networked applications 
and services;
these may, rather easily, become targets of cyber-criminals that are using vulnerabilities traded in the 
deepnetto accomplish their objectives (e.g. to take control of devices, gain access to applications, deny 
services to legitimate users, etc.).

Å As cyber attacks become more frequent and sophisticated 
they attack Internet connected appliances such as 
refrigerators, televisions , cameras and cars in order to 
perform DoS( Denial of Service ) attacks 

Å Cyber attacks are capable of delivering anything that is 
remotely controlled to Cyber criminals:

1. May access full control of Drones and Vehicles
2. Computer controlled devices in automobiles such as brakes, locks, engines, steering wheel ** currently 

not connected to external networks
3. Potentially deadly vulnerabilitiesalready found in Medical devices (e.g. insulin pumps, x-ray systems)

Total number for 2015 of DoSattacks in millions.
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ÅThe increasing number of smart devices (IoT)

ÅThe increasing areas of applications

Ç Industry

Ç Cars

Ç Sensors (e.g.: cameras)

Ç House (e.g.: fridge, air conditioner,baby monitor, thermostat etc.)

Ç Wearable devices (e.g.: watches, glasses, etc.)

Å The interconnectivity between networks (e.g.: ISP network, Home network,

Business network, etc.)

Å The massive transfer of important andpersonal data 

through multiple networks.

Å The increasing number of attacks and theappearance 

of zero-day vulnerabilitiesin smart-devices.

Cyber-¢ǊǳǎǘΩǎ LƴǎǇƛǊŀǘƛƻƴ
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SO1
ωCreate a new paradigm for the NG cyber-security defense systems

SO2

ωQuickly detect and effectively respond to sophisticated cyber-
attacks

SO3
ωDeliver advanced solutions for collecting forensic information

SO4
ωaƛƴƛƳƛȊŜ ƛƳǇŀŎǘ ƻƴ ǎŜƴǎƛǘƛǾŜ Řŀǘŀ ǇǊƻǘŜŎǘƛƻƴ ŀƴŘ ǳǎŜǊΩǎ ǇǊƛǾŀŎȅ

Scientific objectives
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