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YAKSHA Scope & objectives

* YAKSHA builds an ecosystem of partners around its solutions that will
contribute to enhancing cybersecurity skills in Europe and creating new
positions for cybersecurity specialists in ASEAN. Moreover, the direct
access to the important ASEAN market will positively impact the
competitiveness of European security industry.

* The YAKSHA software solution will be validated in real-world pilot
projects in both EU and ASEAN, initially focusing on Vietnam and Greece,
and with plans to expand the deployments to other countries.

Objectives

1. To assess the Cyber Security state of the art in the ASEAN area and future
developments

2. To develop and validate a distributed, flexible, cybersecurity solution.

3. To enable the sustainable uptake of scientific, technical and economic
results and foster cooperation and partnerships between EU-ASEAN.
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Ny Architectural Components

= A YAKSHA Node: On top, the installed honeypots which are
exposed to the Internet so that attackers will try to penetrate
them.

* Maintenance and Integration Engine: configuration of a new honeypot,
uploading and exposing it to the Internet and data wipe.

= Monitoring Engine: sanity checks to determine whether the honeypot is
properly working
= Correlation Engine: find how significant is the penetration and propagation

of the sample, and it correlates the attack patterns with input from older
samples.

* Reporting Engine: presenting the information in a readable form

= Connectivity and Sharing Engine: information exchange with other YAKSHA
nodes (e.g., malware samples).
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» Pre-commercial environment
(infrastructure and seftings) to
collect real data of potential
aftacks against the smart :
home loT platform product. | el SR Eackend inten

» YAKSHA analytics capability
will be used to raise awareness

LoRaWAN o

and provide decision support in
strengthening the : =\

. End-devices/sensors e ",
cybersecurity posture of the (molipeechnologie &,
product. ~

eNB ’
-

» Awareness of potential attacks i
in the wild against ICT products
and services.
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NS OTE’s loT testbed (cont.)

& il s mns

Home Assistant

QPG

HH States
¥ Tamperal. Treln her
GTE TITAN ConEnen
Map ACADEMY

Automations

Switches ® Power(W) Fibaro Motion Detection
¢ Configuration
Fibaro_Anic_Floor . @  Fibaro_Attic_Fleor (W) 147 W & Luminance 9.0 lux
1 ] Google Calendar
Fibaro_Anie_Reof @ @& Fibaro_smic_Roof (W) 18w 3 Temperature 180°C
B  ToOTE ACADEMY
Fibaro_Plug_1 . @  Fibaro_Plug_1 (W) 05w &  Molion Detection o
To TITAM AE
FIRAIDOOR @ Gy Tampeting Value 0
w) E-Wave
1 4 LRfloarlamp » Enerﬂ'}' {KWh) 2  Seismic Intensity 0o
l~ myGrafana Plots
‘ LRiablelamp » @  Fibaro_Attic_Floor (KWh) 0.1% k'Wh
‘ 2] LegOut @ st Reofgonnt  oawwn €Mperature & Humidity
Davaloper Tools Weather @ Fibaro_Plug_1 [KWh) 20,49 kWh & LRiemp 13.80°C
ﬁ <> ® B @ A3, yr Symbol 4 & ATTICiEemp 73.40°C
El ¥ Temperalure 147 °C & LRhuami 59.80%
| O ]
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YAKSHA Sensors’ data

18 Leonardo Lab Section 3 Sensors -

All the

measurements

received from

five different

Sensors

connected to

OTE's loT testbed

platform: __

* power
consumption,

* humidity,
* femperature,

* base stations
sites,

* parking area.

The
measurements
are visualised
using the
Grafana
software.

{i YAKSHA
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. YAKSHA Architecture

Command Server — Ubuntu 18.04 LTS

. OpenVPN Internet
The YAKSHA pilot Server Q
.g?= 5

project installation — =
for Greece will NAT .
handle one end vsmtmL-:aE“a—Mm'"—P Honeypot Server - Ubuntu 13.04 LTS
user node, OTE. = " ' openven
Yaksha Platorm | ", # ent
The figure provides Tomeat VSEM ——ia?
a scheme of a MySQL _S:ﬂcku Monitored NAT
. 5 vSwitch
TYDICCﬂ YAKSHA Cuckoosr %------- :1
node, constituted mongo : 574
by: [ Vagrant | ___|I Host-Only 1
vSwitch !
+aCommand  |(iaas

and Confrol Ners
Server and . "
° a HOﬂeypOT Plhysmal . - _¥
Virtual | 1
Server - o @400 I
Network i :
VPN connection l Vagra L
- - — Y [fabric ] VirtualBox [VM Images ]
Provisioning -
B e — -+
Monitoring

/° =N
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After YAKSHA installation:

» One physical machine and Contred -3
for: -
» YAKSHA command and
control server,
» YAKSHA honeypot Wosteed toT |
server. | Jentbed
» loT testbest consists of: -
» MQITT broker
» Database.

Each part is hosted on a
dedicated virtual machine,
which are part of OTE's Internet
cloud infrastructure.
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) YAKSHA Dashboard
x

B ote-yaksha-hp.motivian.bg/pages/indesxhtml

7
l/ YAKSHA
NS
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Ny Virtual infrastructure

Yaksha | Manage X ‘ +

( @ ) ¢ @ @ © & hrpsyiote-yaksha-hp.motivian.bg/pages/manage.htm @B s L ERIEE
The s |
ViﬁUOI VM Admin Page cosmote o ,
machine, e
which is
d e p | Oye d VM identifier: Mm-ri
for the —
MQTT A —
b ro ke r ’ Accessible from: 10.40.48.201 (22)
for OTE's =, =

| O T Status: running (virtualbox) Power Off
p | O ‘I'f O rm Creation Date: 2019-07-1109:35:38
.

Exposed: 2019-07-18 11:14:21
Public key:

1yc. Q QCTapfwiOuS3JHWETWTL ysclj qUCNEIE: q \gnxlePTDRCeFghzYuEyWkaQw Tebjw JMRSBSCADSKAr1MYicDJVRgKQCI y jPTgchHIDHtShxJ+ iuQImDpsi qq/KQLQEb22BC
|wRoDL3+5mZ3aawAo065LzHKX8EEhjZ02ZDThYl puMj TiKflfOEwsa2rXE pMfTdurddD george@george-leonardo

Share reports with emails:

Share reports with everyone: U
Share with declared region: u]
Share with research group:

Publish binaries: o

VM operations: Installation:

‘ Update ” Destroy Install dependencies H Install java ” Open firewall
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@ © @ hpsi/ote-yaksha-hp.motivianbg/pages/imanage.html @ | Q search ENDOHB® & =

The virtuol

m O C h | r] e ,  VMAdmin Page comeee @ tome e
whichis — uwew

deployed .

for the

Virtual infrastructure (cont.)

Yaksha | Manage X ‘ +

database, = 1
for OTE ' S Disksize (GB): |i‘

| O T Accessible from: 10.40.48.202 (22)

| _I_ f Owner: cosmote
plarrorm. .
Monitored: false
Status: running (virtualbox) Power Off
Creation Date: 2019-07-17 12:34:58
Exposed: 2019-07-18 11:15:43
Public key:

AAAAB3NzaClyc2EAAAADAQABAAABAQCTapfwiQuS3JHWETWT12UbhemsdqKeSNSDySC1jxBynEQrquCn+EIEZMxdvSNmIUBVRXM3dmqCTDcAgnxlePTDRCeFghzYuEyWkaQwTebjwJMRSBSCADSKAr IMYlcDJVREKQCD3cwAXABYRxnCvejPTgchHJDHEShXJ+An30uQNabiuQImDp8isz796 50TV QLQEb2zBC
[wRoDL3+5mZ3aawAo06sL.zHKxSEERjZ02ZDThYL i wsa2rXEYO80iKopMfTdurddD george@george-leonardo

Share reports with emails:

Share reports with everyone:
Share with declared region: [}
Share with research group: O

Publish binaries: O

VM operations: Installation:

‘ Update H Destroy Install dependencies H Install java H Open firewall
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Virtual infrastructure (cont.)

<-7| e e
The
characte- e
ristics of
the
deployed
VMs (e.g.,
C PU' dISI(, Virtual Machines Exposed

memory, -

CPUs: lcores

etc.).

Memery: 4096 MBs

Create new VM

Accessible from: 10.40.48.201 (22)
Created: 2013-07-110%:35:38
Exposad: 2013-07-1811:14:21

Identifier: database

05: Linux

CPUs: 4cores

Disk: 50 GBs.

Memory: 4094 MBs
Accessible from: 10.40.48.202 (22)
Created: 2019-07-17 12:34:58
Exposed: 2019-07-1811:15:43

Manage database
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Log Reports & Home - LozRepo
Reporting Period
From: Until:
Select Honeypot: [ database - fo27efec1 11742d8bdc3277f4aTdeThd V] B Allow active honeypots only! 03/24/2020 ] H mm/dd yyyy ]
Legin Count Login Actions Login Failures Login Success Table -
® userlogin User Failed Logins User Successful Logins
@ user_logout
dell 2191 vagrant 19
® boot
@ shutdown huawel 2188
lenovo 2,187
n Inspur 1178
’ 9 7 admin 918
| ' i
Login Events
Export: Raw & Formatted & Export: Raw & Formatted &
Login Events
1-500f 29767 < >
Time « host.hostname user.name event.outcome message
> Oct2Z, 2020 @ 18:20:06.406  f927efeci11742d8bdc327714a7deTbd vagrant - Logout by user vagrant (UID: 1000} on pts/0 (PID: 16483) from 10.0.2.2 {IP: 10.0.2.2)
» Oct2Z 2020 @ 18:19:58722 f927efec111742d8bdc327714a7de7bd vagrant success Login by user vagrant (UID: 1000) on pts/0 (PID: 16483) from 10.0.2.2 (IP: 10.0.2.2)
> Qct2Z 2020 @18:19:35007  f927efeci11742d8bdc327714a7de7bd vagrant - Logout by user vagrant (UID: 1000) on pts/0 (PID: 16191) from 10.0.2.2 (IF: 10.0.2.2)
»  Oct22, 2020 @18:18:00.718  927efec111742d8bdc327714a7de7bd vagrant success Login by user vagrant (UID: 1000) on pts/0 (PID: 16181) from 10.0.2.2 (IP: 10.0.2.2)
> Oct2Z, 2020 @ 07:51:31.849  f927efec11742d8bdc327714a7de7bd vagrant - Logout by user vagrant (UID: 1000) on pts/0 (PID: 19761) from 10.0.2.2 (IP- 10.0.2.2)
»  Oct2Z, 2020 @ 07:23:12737  f927efeci11742d8bdc327714a7de7bd vagrant sSuccess Login by user vagrant (UID: 1000} on pts/0 (PID: 19761) from 10.0.2.2 (IP-10.0.2.2}
> Qct21,2020 @ 19:52:33.000 f927efeci11742d8bdc327714a7de7bd vagrant failure Failad login by user vagrant (UID: 1000} on ssh:notty (PID: 15126) from 80.107.87.15 (IP: 80.107.87.15)
> Qct21, 2020 @ 19:52:20.000  1927efeci11742d8bdc327714a7de7hd vagrant failure Failed login by user vagrant (UID: 1000} on sshznotty (FID: 15126) from 80.107.87.15 (IF: 80.107.87.15)
> QOct21,2020 @ 19:32:49.000 f927efec11742d8bdc327714a7de7bd vagrant failure Failed login by user vagrant (UID: 1000} on sshcnotty (PID: 14947) from 80.107.8715 (IP: 80.107.87.15)

Infocom World 2020'— November. 2020




L

//- ax\

OQSHH Log Reports (cont.)

User Changes User Count User Change Actions
@ password_changed
User Changes Users
Process Count Process Starts Process Stops Process Events
> Oct26, 2020 @ 06:38:56.602  f927efect11742d8bdc327714a7de7bd chronograf existing_process 1047 chronagrat -
» Oct 26, 2020 @ 06:38:56 602 f927efec!11742d8bdc327714a7de?bd grafana existing_procass n77 grafana-server
1 1 1 7 > Oct 26,2020 @ 06:38:56.602  f927efect11742d8bdc327714a7de7bd influxdb existing_process 1185 influxd
[ [ 7 > Dct26, 2020 @ 06:38:56.602  fa27efec!11742d8bdc327714a7de7bd root existing_process 1277 polkitd
Processes Started
Stopped >  Oct26, 2020 @ 06:38:56.602 f927efec11742d8bdc327714a7de7bd root existing_process 16442 bash
> Oct 26,2020 @ 06:38:56.602  f927efect11742d8bdc327714a7de7bd root existing_process 16470 inotifywait
> Oct 26,2020 @ 06:38:56.602  f927efect11742d8bdc327714a7de7bd root process_error 32500 sshd
Process Names Process Users T
- - Process Executions
Process Count Process Count
-
sshd 24,634 root 20,993 -500f 1102927 < ¥
apt systemd.dai 638 sshd 11,520 Time « agent.hostname process.args auditd. summary.actor.primary auditd.summary.actor.secondary pro
bash 581 -apt 837 > Oct 26, 2020 @ 13:22:51103  027efect11742d8bdc3  date, +XY-%m-%d % unset root {bin
unattendad-upgr 557 systemd-network 261 277t4arde/od M
agetty 522 influxdb 260 >  Oct26,2020 @13:22:51.000  f927efect11742d80dc3  stat, —format=%U, fjva unset root Just
apt-get 233 messagebus 260 2774a7de7bd rflibfinfluxdb/datal_int
emal/monitor/488/00
http 237 systemd-resolve 260 0000004-000000001.
t:
accounts-daemon 234 chronograt 259 =
> 0ct26,2020@13:22:51.058  f927efeci11742d80dc3  date, +%Y-%m-%d %  unset root fin
Export: Raw & Formatted & Export: Raw & Formatted & 2rFiasrdeTid HEMXS
> Oct 26,2020 @13:22:51.055 _ f927efeci1742d8bdc3  stat, —format=%U, /va__ unset root fust ™
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DNS Request Status Over Time [Packetbeat] ECS DNS Query Summary [Packetbeat] ECS 1-50 of 543 < ) -
® 0K Time « dhcpvd.transaction_id dhcpvé.op_code dhcpvd.option.message_type source.ip destination.ip dhcpvd.
4,000 @ Error 145 067
r > Oct 26,2020 @ 11:28:13.245 Oxdloc249f bootrequest requast 10.0.215 10.0.2.2 02:31:18:
Count
3,000
- > Oct 26,2020 @ 11:28:13.245  Oxdlbc249f bootreply ack 100.2.2 10.0.215 02:a1:18:
E
3
3 oo
o 2000 6 - 7 M B 1 2 M B > Oct 25,2020 @ 23:28:14.080  Oxd1bc249f bootreply ack 10022 10.0.215 02:a1:18:
Client Bytes Server Bytes
1 008 » Oct 25 2020 @ 23:28:14.078  Ox41bc249f bootrequest raquest 10.0.215 10.0.2.2 02:51:18:
o l 5 3.6 > DOct 25,2020 @ 11:28:1469% Oxdlocz49f bootrequest request 10.0.215 10.0.2.2 02:a1.8:
2020-07-01 2020-08-01 :
@timestamp per day Avg Response Time (ns)
» Oct 25,2020 @ 11:28-14 695 Oxd1bc245f bootreply ack 10022 10.0.215 02:a1:18: ¥
Data Transfer [Packetbeat DHCPv4] ECS Total Number of TLS Sessions [Packetbeat] ECS Top 10 HTTP requests [Packetbeat] ECS
S
wrl.full: Descending Count
http://10.40.48.23:5000/malwares 10,424
http://archive.ubuntu.com/ubuntu/dists/bionic-backports/inRelease 128
http:f/archive ubuntu.com/ubuntu/dists/bionic-updates/InRelease 128
83.6KB 145KB
Requests Responses ' http://archive.ubuntu.com/ubuntu/dists/bionic/inRelease 128
Count http://security.ubuntu.com/ubuntu/dists/bionic-security/InRelease 128
-
Top created [Auditbeat File Integrity] ECS
TLS Sessions [Packetbeat] ECS Total number of HTTP transactions [Packetbeat] ECS

@ /etc/id so.cache

@ /etc/ld so.cache~
300 @ /binjsshd
- wrona TP
£ 4 {44 144 @ /etc/mailcap
. H T 21 0 51 \ ® /etc/mailcap.new
100 . 1131143 I

® fusribin/dig
Count

Count

@ /etcilocaltime

@ /usribinfcurl

@ jusribin/curl dpkg-naw
2020-05-01 2020-07-01  2020-09-01

@ /usrbinfcurl.dpkg-tmp
Sessions per minute
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Top deleted [Auditbeat File Integrity] ECS

<

@ jusr/bin/delv.dpkg-t...
@ /usr/bin/mdig.dpkg-t...

tc/magic.dpkg-new

@ /etc/magic.mime.dpk...
@ /usr/binfapport-bug....
@ fusr/binfapport-clid...

@ fusr/binfapport-colle...

@ /usr/binfapport-unpa...

@ /usr/bin/curl.dpkg-tmp

Top updated [Auditbeat File Integrity] ECS

\

@ /bin/sshd

@ /etc/ca-certificates.c...
@ /usr/bin/python3.6.d...
@ /etc/ld.so.cache~

® /usr/binfvim_basic.dp...
@ /bin/busybox.dpkg-i...
@ /ust/bi
@ jusr/bin/snap.dpkg-n..

/git.dpkg-new

@ /usr/bin/gpg.dpkg-n...
@ jusr/sbinftcpdump.d...

Log Reports

‘World Writable File Count [Auditbeat File Integrity] ECS

(cont.)

Actions [Auditbeat File Integrity] ECS File Integrity Events [Auditbeat File Integrity] ECS

.
1-500f 4814 ¢ ¥
Time « file.path event.action
1 4 6 9 1 454 1 1 6 4 4 2 2 > Oct 22,2020 @ 09:53:268185 fetc/ldso.cache~ moved
r L I
initial_scan - Count  updated - Count  created - Count  moved - Count ) N
» Oct 22,2020 @ 09:53:28185 Jetc/ld so.cache~ attributes_modified
> Oct22,2020 @ 09:53:28185 Jetc/ld.so.cache created
> Oct22,2020 @ 09:53:28162 Jjetc/ld.so.cache~ updated
> Oct 22,2020 @ 09:53:28160 Jjetc/ld.so.cache~ created
344 > Oct22,2020 @ 09:53:28160 Jetc/ld.so.cache~ updated
deleted - Count ' = ! a
>  Oct15,2020 @ 04:17:01.721  Join/sshd updated
> Oct15,2020 @ 04:17:01716  Join/sshd updated -

Infocom World 2020'— November. 2020




0=

/ /- o\o\

! YAKSHA o : .
=/ Malicious Files Collection

Malicious Files Collection

Total Files Analysed Total Files over Time Total Files per Honeypot
207 36
154 27
10 18+
Analyzed . 57 ., True I
(Rate 95.00%) 54 P 9
2019-08-23 2019-11-28 2020-03-04 2020-06-10 2020-10-26 0-
< file m file
Malicious Files Static and Dynamic Analysis Reports (JSON Format)
Analysis Reports List Q
Download Path Honeypot Exposed IP 0s Size Date
[+Y Jtmpfapt.conf.FSIHIV database 94.70.239.216 linux-gnu 12277 2020-10-26
F+Y Jtmp/apt.conf.tF18eJ database 94.70.239.216 linux-gnu 12277 2020-10-26
[+ Y /tmpfapt.conf.Y Zuvc? database 94.70.239.216 linux-gnu 12277 2020-10-26
F+Y Jtmp/apt.conf.qgk4BAY database 94.70.239.216 linux-gnu 12277 2020-10-26
[+ Y /tmpfapt.conf.dHVJWr database 94.70.239.216 linux-gnu 12277 2020-10-26

1< ¢ 6-100f60 > >l
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Yaksha GA 780498

Data Sharing

Reporing Period

From: Until:

mm,/dd/yyyy 8

Select Pilot: Saigonl 4 03/24/2020 ) ‘

Malaysia
Saigon2
Mativian
OTE
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Ny Conclusions

* YAKSHA automates a big part of this procedure and distribute this
information to peers.

« Most companies and organizations are not able to create such analytics for
their systems, so YAKSHA can become the first such system to automatically
provide such features.

» The technological experience and knowhow of EU is matched with the
wide deployments of ASEAN countries to develop and field test the solution.

* YAKSHA intends to provide an automated framework for deploying
honeypots and correlating the collected information.

The essential goal is to enable end-users, whether they are governments,
organisations or companies, to easily setup customised honeypots, which will
allow them to understand how their systems are being attacked on the wild,
in an autonomous way.
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Thank you for your attention!

hitps://project-yaksha.eu/

For more information:

Dr. loannis P. Chochliouros

GROUP OF COMPANIES Head of Fixed Network R&D Programs Section
Research and Development Dept., Fixed & Mobile
E-Mail: ichochliouros@oteresearch.gr; ic152369@ote.qgr;

Dr. Alexandros Kostopoulos
Research and Development Dept., Fixed & Mobile
E-Mail: alexkosto@oteresearch.gr;
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