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• YAKSHA builds an ecosystem of partners around its solutions that will 
contribute to enhancing cybersecurity skills in Europe and creating new 
positions for cybersecurity specialists in ASEAN. Moreover, the direct 
access to the important ASEAN market will positively impact the 
competitiveness of European security industry. 

• The YAKSHA software solution will be validated in real-world pilot 
projects in both EU and ASEAN, initially focusing on Vietnam and Greece,
and with plans to expand the deployments to other countries.

Objectives

1. To assess the Cyber Security state of the art in the ASEAN area and future 
developments

2. To develop and validate a distributed, flexible, cybersecurity solution.

3. To enable the sustainable uptake of scientific, technical and economic 
results and foster cooperation and partnerships between EU-ASEAN.

Scope & objectives
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 A YAKSHA Node: On top, the installed honeypots which are 
exposed to the Internet so that attackers will try to penetrate 
them. 
 Maintenance and Integration Engine: configuration of a new honeypot, 

uploading and exposing it to the Internet and data wipe.

 Monitoring Engine: sanity checks to determine whether the honeypot is 
properly working

 Correlation Engine: find how significant is the penetration and propagation 
of the sample, and it correlates the attack patterns with input from older 
samples. 

 Reporting Engine: presenting the information in a readable form 

 Connectivity and Sharing Engine: information exchange with other YAKSHA 
nodes (e.g., malware samples).

Architectural Components
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 Pre-commercial environment 
(infrastructure and settings) to 
collect real data of potential 
attacks against the smart 
home IoT platform product. 

 YAKSHA analytics capability 
will be used to raise awareness 
and provide decision support in 
strengthening the 
cybersecurity posture of the 
product. 

 Awareness of potential attacks 
in the wild against ICT products 
and services.

Use Case: IoT Platform Testbed
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OTE’s IoT testbed (cont.)
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Sensors’ data

All the 
measurements 
received from 
five different 
sensors 
connected to 
OTE’s IoT testbed
platform: 

• power 
consumption, 

• humidity,

• temperature, 

• base stations 
sites, 

• parking area. 

The 
measurements 
are visualised
using the 
Grafana
software.
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YAKSHA Architecture

The YAKSHA pilot
project installation
for Greece will
handle one end
user node, OTE. 

The figure provides
a scheme of a 
typical YAKSHA 
node, constituted
by:
• a Command

and Control
Server and 

• a Honeypot
Server
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After YAKSHA installation:

 One physical machine 
for:
 YAKSHA command and 

control server, 

 YAKSHA honeypot 
server. 

 IoT testbest consists of: 
 MQTT broker

 Database. 

Each part is hosted on a 
dedicated virtual machine, 
which are part of OTE’s 
cloud infrastructure.

Installing YAKSHA in OTE’s lab testbed
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YAKSHA Dashboard
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The 
virtual 
machine, 
which is 
deployed 
for the 
MQTT 
broker, 
for OTE’s 
IoT 
platform.

Virtual infrastructure
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Virtual infrastructure (cont.)

The virtual 
machine, 
which is 
deployed 
for the 
database, 
for OTE’s 
IoT 
platform.
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Virtual infrastructure (cont.)

The 
characte-
ristics of 
the 
deployed 
VMs (e.g., 
CPU, disk, 
memory, 
etc.).
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Log Reports
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Log Reports (cont.)
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Log Reports (cont.)
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Log Reports (cont.)
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Malicious Files Collection
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Data Sharing
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Conclusions

• YAKSHA automates a big part of this procedure and distribute this 
information to peers. 

• Most companies and organizations are not able to create such analytics for 
their systems, so YAKSHA can become the first such system to automatically 
provide such features. 

• The technological experience and knowhow of EU is matched with the 
wide deployments of ASEAN countries to develop and field test the solution.

• YAKSHA intends to provide an automated framework for deploying 
honeypots and correlating the collected information. 

The essential goal is to enable end-users, whether they are governments, 
organisations or companies, to easily setup customised honeypots, which will 
allow them to understand how their systems are being attacked on the wild, 

in an autonomous way.
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Thank you for your attention!

https://project-yaksha.eu/

For more information:

Dr. Ioannis P. Chochliouros
Head of Fixed Network R&D Programs Section 

Research and Development Dept., Fixed & Mobile

E-Mail: ichochliouros@oteresearch.gr;  ic152369@ote.gr;

Dr. Alexandros Kostopoulos 
Research and Development Dept., Fixed & Mobile

E-Mail: alexkosto@oteresearch.gr; 
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