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Advanced Cyber-Threat Intelligence, Detection and Mitigation 
Platform for a Trusted Internet of Things

Scope of the presenation

The Cyber-Trust “Cyber-Threat Intelligence, Detection and Mitigation Platform for 
a Trusted Internet of Things” software platform, is showcasing how Law 

Enforcement Agents will be assisted in viewing and receiving information from 
Telecom/Internet providers and Smart Homes that potentially holds digital 

evidences of specific cyber-crimes, in a timely manner.
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Advanced Cyber-Threat Intelligence, Detection and Mitigation 
Platform for a Trusted Internet of Things

Cyber-Trust Partners
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Advanced Cyber-Threat Intelligence, Detection and Mitigation 
Platform for a Trusted Internet of Things

SO1
•Create a new paradigm for the NG cyber-security defense systems

SO2

•Quickly detect and effectively respond to sophisticated cyber-
attacks

SO3
•Deliver advanced solutions for collecting forensic information

SO4
•Minimize impact on sensitive data protection and user’s privacy

Scientific objectives
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Advanced Cyber-Threat Intelligence, Detection and Mitigation 
Platform for a Trusted Internet of Things

• The increasing number of smart devices (IoT)

• The increasing areas of applications

 Industry

 Cars

 Sensors (e.g. Cameras)

 House (e.g. fridge, air conditioner, baby monitor, thermostat etc.)

 Wearable devices (e.g. watches, glasses, etc.)

• The interconnectivity between networks (e.g. ISP network, Home network,

Business network etc.)

• The massive transfer of important and

personal data through multiple networks.

• The increasing number of attacks and the

appearance of zero-day vulnerabilities in

smart-devices.

Cyber-Trust’s Inspiration
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Advanced Cyber-Threat Intelligence, Detection and Mitigation 
Platform for a Trusted Internet of Things

Challenges in a Smart Home environment

Increased
interconnectivity

 higher privacy
and data

protection
concerns

Constant rise in 
cybercrime

majority of
incidents remain
underreported

Diverse devices

 different levels
of embedded

security features

Lack of 
standardisation in 

communication 
protocols and 

practices in IoT 
devices

Minimum built-in security 
features for integrity and 

confidentiality Tougher obligations 
on service providers
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Advanced Cyber-Threat Intelligence, Detection and Mitigation 
Platform for a Trusted Internet of Things

Requirements During the design and development

Lawfulness, 
fairness, and 
transparency

Purpose and 
storage 

limitation

Data 
minimisation

Accuracy

Integrity and 
confidentiality 

(Security)

 Refine legal bases and requirements
 Consider the impact on other fundamental 

rights
 Create a strong data protection default
 Keep detailed documentation for every decision Process for specified, explicit and legitimate 

purposes, no longer than strictly necessary 
 Anonymise or delete data when the purpose of 

processing is fulfilled (unlinkability) – integrate 
automated erasure tools

 Draft data flow diagrams and data views

 Configure the system to collect only adequate, 
relevant and limited to what is necessary data

 If a tool can work equally satisfactorily with the 
use of non-personal data, then personal data 
shall not be in principle processed

 Make a choice: Anonymisation (no PD) or 
pseudonymisation (PD)?

 Incorporate vulnerability reducing mechanisms

 Keep the data accurate and up-to-date
 Incorporate mechanisms that detect, delete 

or rectify as quick as possible incorrect data

Introduce mechanisms to enable data
subjects´ rights – assess limitations
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Platform for a Trusted Internet of Things

INFOCOM 2019, Athens, Greece

Overview
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CT SaaS

dark web

deep web
clear web

• Cyber-trust project will focus on two domains:

• Smart Homes

• Mobile devices in cellular carrier context

• For each domain, appropriate scenarios, capabilities and actors were designed.

• Scenarios are used to illustrate a typical attack and how the Cyber-trust environment will identify, isolate, and mitigate or eliminate the threat.
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Advanced Cyber-Threat Intelligence, Detection and Mitigation 
Platform for a Trusted Internet of Things

The Cyber-Trust paradigm

A holistic cybersecurity solution
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Advanced Cyber-Threat Intelligence, Detection and Mitigation 
Platform for a Trusted Internet of Things

1. Create an efficient communication between LEAs and ISPs through cyber-trust platform  

2. Enhance the investigation methods and tools of Law Enforcement Agencies (LEAs) 

3. Detect and respond to malicious cyber-threats towards Smart-Homes

FIRST STEP TO REACH THE 

GOALS

Map The LEAs, ISP, Smart home user needs

Cyber-trust Goals
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Advanced Cyber-Threat Intelligence, Detection and Mitigation 
Platform for a Trusted Internet of Things

Group of END-USERS
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Advanced Cyber-Threat Intelligence, Detection and Mitigation 
Platform for a Trusted Internet of Things Conceptual Operational View
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Admin ISP LEA
Smart-home 

user

Visualisation Portal

Visualisation portal- 4 UI
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Platform for a Trusted Internet of Things

2D UI
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Unique access point for all Cyber-Trust actors

USERS

DEVICE

RULES
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Platform for a Trusted Internet of Things

OMCP
(Time Machine)

2D UI
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ALERTS

DEVICE

LOGS

DEVICE
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3D UI
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Advanced Cyber-Threat Intelligence, Detection and Mitigation 
Platform for a Trusted Internet of Things

Benefits for ISPs

1. state-of-the art industrial and research solutions 

2. More intuitive GUIs containing more information

3. Easier to browse through multiple screens

4. Improved security provisioning of Smart homes by ISPs

5. Easier to control and share information between ISPs and LEAs
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???
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