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CyberTrust Project

G ¢ KS JTRUSDmoject aims to develop an innovative cytgeat
intelligence gathering, detection, and mitigation platform to tackle the
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CYB ST Platform for a Trusted Internet of Things Cyber(]: N:.UZé. lj Qé L y' .

A The increasing number of smart devices (10T)

A The increasing areas of applications @9
C Industry ISP Netvork

C Cars
C Sensors (e.g. Cameras)
C House (e.g. fridge, air condition&aby monitor, thermostat etc.)

C Wearable devices (e.g. watches, glasses, etc.) &) ((‘ ’))
A The interconnectivity between networks (e.g. ISP network, Home network,

Business networletc.) '
A The massive transfer of important and
personal data througmultiple networks.
A The increasing number of attacks and the Mobie Netvrk

appearance of zerday vulnerabilities in @@ (&)

smartdevices.

26 November 2019 INFOCOM 2019, Athens, Greece 3
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Scientific objectives

4 cLCreate a new paradigm for the NG cysexcurity defense systems}
«Quickly detect and effectively respond to sophisticated cyber }

51 attacks

4 cDeliver advanced solutions for collecting forensic information }
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Advanced G¥ibeat Intelligence, Detection and Mitigation
CyYB ST Platform for a Trusted Internet of Things S .
cope of the presenation

The Cybet NXza U -Thréatlr@eSigéhce, Detection and Mitigation Platform for
I ¢CNHzaudSR LYUSNYySu 2% ¢KAy3dae azt¥
Enforcement Agents will be assisted in viewing and recamognation from
Telecom/Internet providers and Smart Hontleesst potentially holds digital
evidences of specific cybemmes, in a timely manner.
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Advanced G¥ibeat Intelligence, Detection and Mitigation
CyB ST Platform for a Trusted Internet of Things C b
ybertrust Goals

1. Create an efficient communication between LEAs and ISPs throughtoysteplatform
2. Enhance thenvestigation methods and tools of Law Enforcement Agencies (LEAS)
3. Detect and respond to malicious cykthreats towards SmarHomes

FIRST STEP TO REACH THE
GOALS

3

Map The leas needs
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Advanced G¥ibeat Intelligence, Detection and Mitigation
CyB ST Platform for a Trusted Internet of Things M
ethodology

. state-of-the art of industrial and research solutions

. Creation of eneliser Questionnaires

Development of use cases

dentification of enduser requirements

Prioritization of eneuser Requirements through Moscow Analysis
~unctional and Noiirunctional Requirements of platform

. Translation to system & technical requirements
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Group of ENRUSERS

Industry and organization employers (e.g. Internet Service Provider):
¢ Information Security Operation Centre (ISOC/SOC) team member
e Network Security/Cyber Security Expert
* Risk assessment and management
e Computer Security Incident Response Team (CSIRT) team member
e Network/Data/System administrator

Digital forensic and blockchain experts:

[ ® LEA (Cyber-Crime investigator) ]

e LEA (Digital evidence examiner)

¢ Non-LEA Digital forensic expert
e Blockchain experts

Smart Home/Device Owner (SHO):
e Smart homeowners

® Users possessing smart devices (e.g. smart-phone, smart-home appliances
etc.)
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Cybettrust Goal
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Visualisatiomportal- 4 Ul

Smarthome
user
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LEA User Interface

LEA

CASES

List

Cases

Add new case Refresh
Search:

‘ [ Copy data ‘ B.csv ‘ ‘ [ XLS ‘ ‘ .PDF ‘ ‘ & Print ‘

Case ID * Status Reference Date opening

1 Open Test ref 2019-09-27 10:12:00

2 Open Ref test2 2019-09-18 11:05:00

3 Open Test 4 2019-09-27 11:24:00

4 Open 2020-01-01 22:39:00

g Open Test ref 2019-10-02 00:00:00

Showing 1 to 5 of 5 entries Previous 1 ‘ Next
26 November 2019 INFOCOM 2019, Athens, Greece 11
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New case

LEA Logd

CASES

List

Cases

Cases list ~ MSE 2019 | Trial

Case information

Internal case reference number = MSE 2019
‘ Trial Criminal case

Legal processed signed data  2019-10-29 00:00:00 Request due date = 2019-11-08 00:00:00

Reference

MSE 2019 cyber-attack

Accounts

Submit

LAE 1

Back
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Operation manager control panel
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