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ά¢ƘŜ /¸.9w-TRUST project aims to develop an innovative cyber-threat 
intelligence gathering, detection, and mitigation platform to tackle the 
ƎǊŀƴŘ ŎƘŀƭƭŜƴƎŜǎ ǘƻǿŀǊŘǎ ǎŜŎǳǊƛƴƎ ǘƘŜ ŜŎƻǎȅǎǘŜƳ ƻŦ Lƻ¢ ŘŜǾƛŎŜǎέ
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ÅThe increasing number of smart devices (IoT)

ÅThe increasing areas of applications

Ç Industry

Ç Cars

Ç Sensors (e.g. Cameras)

Ç House (e.g. fridge, air conditioner,baby monitor, thermostat etc.)

Ç Wearable devices (e.g. watches, glasses, etc.)

ÅThe interconnectivity between networks (e.g. ISP network, Home network,

Business networketc.)

ÅThe massive transfer of important and

personal data through multiple networks.

ÅThe increasing number of attacks and the

appearance of zero-day vulnerabilities in

smart-devices.

Cyber-¢ǊǳǎǘΩǎ LƴǎǇƛǊŀǘƛƻƴ
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SO1
ωCreate a new paradigm for the NG cyber-security defense systems

SO2

ωQuickly detect and effectively respond to sophisticated cyber-
attacks

SO3
ωDeliver advanced solutions for collecting forensic information

SO4
ωaƛƴƛƳƛȊŜ ƛƳǇŀŎǘ ƻƴ ǎŜƴǎƛǘƛǾŜ Řŀǘŀ ǇǊƻǘŜŎǘƛƻƴ ŀƴŘ ǳǎŜǊΩǎ ǇǊƛǾŀŎȅ

Scientific objectives
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Scope of the presenation

The Cyber-¢Ǌǳǎǘ ά/ȅōŜǊ-Threat Intelligence, Detection and Mitigation Platform for 
ŀ ¢ǊǳǎǘŜŘ LƴǘŜǊƴŜǘ ƻŦ ¢ƘƛƴƎǎέ ǎƻŦǘǿŀǊŜ ǇƭŀǘŦƻǊƳΣ ƛǎ ǎƘƻǿŎŀǎƛƴƎ Ƙƻǿ [ŀǿ 

Enforcement Agents will be assisted in viewing and receiving information from 
Telecom/Internet providers and Smart Homes that potentially holds digital 

evidences of specific cyber-crimes, in a timely manner.
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Cyber-trust Goals
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1. Create an efficient communication between LEAs and ISPs through cyber-trust platform  

2. Enhance theinvestigation methods and tools of Law Enforcement Agencies (LEAs) 

3. Detect and respond to malicious cyber-threats towards Smart-Homes

FIRST STEP TO REACH THE 

GOALS

Map The leas needs
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Methodology

1. state-of-the art of industrial and research solutions 

2. Creation of end-user Questionnaires

3. Development of use cases 

4. Identification of end-user requirements

5. Prioritization of end-user Requirements through Moscow Analysis

6. Functional and Non-Functional Requirements of platform

7. Translation to system & technical requirements
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Group of END-USERS
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ISPa

ISPb

ISPc

LEA PLATFORM

SMARTGATEWAYAGENT:
ANOMALYDETECTION-DEVICEPROFILING-
EVIDENCECOLLECTION

Cyber-trust Goal
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Visualisationportal- 4 UI
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Admin ISP LEA
Smart-home 

user

VisualisationPortal
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LEA User Interface
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New case
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Operation manager control panel
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