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The Consortium

= 16 partners from 9 EU countries
»2 X Large industries
»6 X SMES
»6 X Research Institutes and Universities
»2 X End-users/representatives of healthcare industries
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Motivation (1/2)

= Digital healthcare infrastructures are recognized as Critical Information
Infrastructures.

= Future healthcare services will be highly dependent on:
»Increased connectivity between platforms, devices & organizations

»Massive exchange of data
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Motivation (2/2)

= Interconnections create a fairly large attack surface.

» Zero-day vulnerabilities

» Advanced threats (APT) dEte Wﬂre
mtEI‘net'
"IiEman ﬂ t[]
= Cyber-attacks targeting health data may: I'ﬂja In h"hi
o-n- %ﬁgm
» Put at risk both patients’ privacy and health hack?-lirl'%&%tlllnmg‘— : i
S[IIeYes. o= ¢
» Cause severe operational disruptions 2 mﬁﬁéﬂg’ﬁ o

» Major economic losses for healthcare organizations

= GDPR creates additional obligations for organisations who operate
on clinical & medical data.
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End User Requirements in Healthcare

my privacy

I want to be able to enjoy |
the same level and =
qudlity of healthcare
services in the rest of the
EU

With the implementation
of the GDPR, | need to
make sure that my
organisafion is
compliant

The organisation needs
to improve its cyber
hygiene culture

| need to minimise the impact
and costs of possible
cybersecurity and privacy
violations of the organisations'
infrastructure and data
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| need to be in control of
my data, and how they
are handled. | am
concermned of violations of

Patient -
citizen

Analysis of health
data is crucial and
allows me fo
respond effectively

to situations

Medical
Professional

=/ %

Exchange of health data
will allow for a variety of
services that will aid in

-~ early detection and
~— prevention

' lredlly need to understand the

~ wulnerabilities, threats and risks
that emerge from the operation
of the service, especially when
there is data exchange involved

| want the proper support and advice on
methods that will effectively help mitigate
cybersecurity risks
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e
Challenge & Response (1/2)

= Health data exchange introduces new types of

threats.
» CUREX provides a cybersecurity risk assessment
PR atian i CHALLENGE
toolkit tailored to healthcare organization, infrastructures ACCEPTED

and services.

= Privacy violations are more likely to occur when
exchanging data.

»CUREX provides a Privacy Assessment Tool

v Assesses the compliance with GDPR

v Ensures that data is processed and exchanged in an appropriate
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e
Challenge & Response (2/2)

TRER

» CUREX will integrate the developed toolkits and SMART CONTRACT

= The lack of a collectively accepted and
auditable exchange record leads to reduced
trust between parties.

applications into a private blockchain consensus .
business network implementing required Smart
CO N t r aCtS . 010010107

The vision of CUREX is to safeguard patient privacy and increase their
trust in the currently vulnerable critical healthcare information
Infrastructures, especially in cases where data is exchanged

(G'CUREX
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S
The CUREX Platform

* The integrated CUREX Platform will rely on the following discrete layers:

»The Asset Discovery layer that maps data, technical and human resources into
ontological models.

»The Threat Intelligence layer that discovers the vulnerabilities and identifies
potential threats.

» The Risk Management layer that quantifies risks considering both cybersecurity
and privacy threats as well as proposing optimal safeguards and cyber hygiene
enhancing techniques based on decision support systems.

» The Trust Enhancing layer, which includes the deployment of a business
consensus-based blockchain that will store compiled risks reports from the
previous layers and will integrate the CUREX tools and end-user applications into
a fully GDPR compliant platform.
CCUREX
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CUREX Toolkit (1/2)

= Asset Discovery Tool (ADT)

» Automated mapping of resources
» Hierarchical grouping and ontological representation of data and
policies
= Vulnerability Discovery Manager (VDM)

» Ildentifying, analyzing and reporting vulnerabilities detected in a
target system

» Uses as input information provided by ADT
» Feeds the Threat Intelligence Engine (TIE)

= Threat Intelligence Engine (TIE)

» Anomaly detection using advanced machine learning & data
analytics algorithms
- CUREX
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e
CUREX Toolkit (2/2)

= Cybersecurity Assessment Tool (CAT)
» A SIEM solution enhanced to support big data

» Collecting and analyzing cybersecurity events in real time

» Uses the results for Risk Assessment

* Privacy Assessment Tool (PAT)

» Assessing hospitals and care centers towards alignment with the GDPR
directives

» ldentifying and quantifying the associated risk
» Compiles a risk analysis that feeds Optimal Safeguards Tool (OST)

= Optimal Safeguards Tool (OST)

» A decision support tool to proposal optimal safeguards to mitigate risks
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Patient Application & Health Professional Application

= The Patient Application (mobile app) will
» Complement health data exchange through the CUREX Platform

» Enable data owners (patients and citizens) to review and define the way
their data is handled.

» Incorporate dynamic consent, an essential GDPR feature

» Inform users in real-time fashion of every transaction and access to their ]

data E\_F

= The Health Professional Application will allow the
» Creation of data transactions by health professional

» Validation of said transactions by peer HPA instances across the CUREX
network

» Recording of all transactions to the Private Blockchain

v" Security and integrity is ensured with Smart Contracts C IRE Y
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e
Private Blockchain (1/2)

= The Private Blockchain (PrB) will provide a
decentralized database to store auditable information
such as:

» Activity into the system
» Risk assessment report

» Data sharing process

= As an integral part of the cybersecurity and privacy
toolkit, CUREX PrB will be used to record:

» the cybersecurity and privacy risk scores derived by the
relevant assessment methodologies

» all transactions that occur between all stakeholders.

S CUREX
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Private Blockchain (2/2)

= The CUREX PrB will be integrated to the MyHealthMyData (H2020
Project) blockchain as a parallel channel.

= The communication between the networks will be performed by smart
contract specially designed to manage the interoperability of both
systems.

= The CUREX-MHMD smart contracts will notify the events in both ledger
lo query the blockchains between each other.

rats MY HEALTH
. MY DATA
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Use Case 1 Use Case 2 Use Case 3

Data Data Data
excpoa:nge exchange exchange
Cross- remote for
border / healthcare \ healthcare
patient services research
mobility (2a) (2b)
Risk Assessment for Risk Assessment for
an loT Healthcare 17 a Point of Care
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Use Case 1. Data exchange for cross-border patient
mobility

This will be done in the
context of a patient
traveling abroad who
needs to visit a hospital
due to an emergency
situation.

é Patient admission to hospital B

_ Health Professional Application queries the
\\q Blockchain for risk information of Hospital A

6 Health Professional Application initiates a Smart

" Contract for the Blockchain that describes the
. details of the transaction

------------------ \oHospItal reviews the Smart Contract and accepts
 the transaction

~QPatient provides consent through the CUREX
aPatient Application

" Transaction is recorded in the blockchain,

validated and Hospital A will initiate the data

exchange with Hospital B

- CUREX
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Use Case 2: Data exchange in remote healthcare
services (1/2)

The CUREX Asset Discovery Tool (ADT), Vulnerability
T S —" | Sm— | S— S~ Discovery Manager (VMD) and the Threat

= This use case comes Iinto two {'°T latfo (@ inellgence engine (Ti) create th necessary asset

\ models, vulnerability libraries and threats model
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I [ ] I | evaluates the platform risks

e ° The CAT stores the risk analysls output to the
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Use Case 2: Data exchange in remote healthcare

services (2/2)

n
. h—— | ________________
= Hospital Personnel 1

o' The CUREX Asset Discovery Tool (ADT),
1 Vulnerability Discovery Manager (VMD] and the
o s s

Threat intelligence Engine (TIE) create the
necessary asset models, vulnerability libraries and
threats mode! which In turn forward to the CUREX
o The CUREX Cybersecurity Assessment Tool (CAT)
= evaoluates the vulnerabilitles and technical threots
of the Information system, devices and

—— _________________________________:._0 The CUREX Privacy Assessment Tool (PAT)
= evaluates the privacy aspects regarding the health
data in respect to the GDPR

Hospital Information System

L

;.

1

1

Analytics & Reporting Platform !
Iyt € | The CAT and PAT tools store the risk analysis

1

. I ' | % reports to the blockchain (PrB)
[ | ’ T —— F
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Hr The CAT and PAT feed thelr risks analysis to the
‘ 1S CUREX Optimal Safeguards Teol

| e The CUREX OST proposes the recommended

| cybersecurity and privacy safeguards

E o The hospital chooses to implement the

i W cybersecurity safeguards and promote cyber

(2b) In the second one, the
emphasis Is shifted to risk
assessment for a Healthcare =
Point of Care (POC) System and
promoting cyber hygiene in such a !,E

S etti n g . management system
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hygiene activities on cybersecurity and privacy
awareness to the personnel
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Use Case 3. Data exchange for healthcare research

o Hospital posts health data description to MHMD
network

= This use case deals with the i R
operation of the CUREX © B @i st o
. u Kol — — P MHMD Network | data. The CUREX Asset Discovery Tool and the
Platform in parallel with the “o&age° ' 1?;‘*““;:“:;:“&“
MyHealthMyData (MHMD) Pt | I;“:;E,”,:p“}’fai’li it he GO for s research
: 1 i group
I i The CUREX PAT stores the risk analysis to the CUREX

Platform focusing on | | o

The hospital querles the CUREX Private Blockchain to

compatibility = and  smooth | O

The transaction is finalized and the relevant Smart
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CUREX Platform
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