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About CTI
One of the major R&D institutes in Greece

Has undertaken more than 85 R&D projects

The team involved in Privacy Flag works within CTI’s Research Unit 1 (RU1) which 
consists of 7 Faculty Members, 9 PhD Researchers and 20 Engineers-PhD Students

The CTI team is involved in relevant FP7 and national projects in the 
privacy/security, crowdsensing / crowdsourcing and IoT (PROTOS, ABC4Trust, IoT
Lab)



What happened in 25th of May?



What is the GDPR?



Why is GDPR important?

Neelie Kroes
Vice-President of the European 

Commission and European 
Commissioner for Digital Agenda



Why is GDPR important?



Avoid the so-called experts

For the selection of GDPR partners, 
firstly be informed about:

• How many years of experience 
have they in the field of IT Security?

• What projects have they 
implemented?

• With which companies / 
organizations have cooperated?

• What’s their specialization?



Do not hope in miracles

• The GDPR is a process, not a 
product

• Compliance is gradual, not 
steep

• You cannot buy it, only 
implement it.

• It's not against but in favor of 
businesses



Privacy Challenges

None of the above solutions provides a holistic approach (web, mobile, 
IoT)

Techno-legal challenges

Technical vs Human solution



The PrivacyFlag Project



The Privacy Flag Project - Contextual View



Step 1: user browses through the internet PF flag quickly shows the 
evaluation of the site

The Privacy Flag Extension



Step 2: user opens the add-on to view more info

Current Evaluation

The Privacy Flag Extension



Step 3: user provides his own evaluation

User submits his 
evaluation

The Privacy Flag Extension



Optional Steps: Users can enable or disable ToR network functionality 
to improve their privacy protection

The Privacy Flag Extension



Information Steps: users can navigate to a small FAQ section for more 
information or click the links to the project, PF observatory and privacy policy

The Privacy Flag Extension



A tool to inform users on privacy risks from the 
applications installed in his mobile (Android)

A tool to inform users on privacy risks from IoT 
networks in the area (or across globe)

Characterize an app or IoT network as “privacy 
friendly” or “not privacy friendly” based on
 User evaluation (URPAAM)

 Automated threat recognition (Distributed agents 
– based on Android permissions – used only for 
apps)

The Privacy Flag SmartApp



Android Dangerous Permissions 
& Permission Groups

Introduced in Android 6.0 (API level 23), 
October 2015

”data or resources that involve the user's 
private information, or could potentially affect 
the user's stored data or the operation of 
other apps”

When apps need dangerous permissions, user 
has to explicitly grant the permission to the 
app



Android Dangerous Permissions 
& Permission Groups

Permission Group Permission

CALENDAR Read Calendar
Write Calendar

CAMERA Camera

CONTACTS Read Contacts
Write Contacts
Get Accounts

LOCATION Access Fine Location
Access Coarse Location

MICROPHONE Record Audio

Permission Group Permission

PHONE Read Phone State
Call Phone
Read Call Log
Write Call Log
Add Voicemail
Use Sip
Process Outgoing Calls

SENSORS Body Sensors

SMS Send Sms
Receive Sms
Read Sms
Receive Wap Push
Receive Mms

STORAGE Read External Storage
Write External Storage



The Privacy Flag SmartApp



Step 1: Users opens the app for the first time 

User is asked to accept the Privacy Flag Privacy 
Policy. Declining closes the app. If the user accepts, 
he will not be asked again.

The Privacy Flag SmartApp



Step 2: User preferences (optional – only once)

• User is asked to classify the 9 main Android 
permission categories, how threating each one 
is, according his/her opinion. 

• As long the user is not responding this 
questionnaire, it will be shown every time 
he/she opens the app.

The Privacy Flag SmartApp



Step 3: User can navigate through the screen and view installed 
applications based on their existing evaluation

The Privacy Flag SmartApp



Step 4: For each application, user can view more information as the 
permissions given and provide his/her evaluation

The Privacy Flag SmartApp



Step 5: By selecting IoT networks the user can view the existing IoT networks 
in a map view. (optional) If the user accepts to use his/her location, the map 
will focus around the phone region

The Privacy Flag SmartApp



Step 6: User has the ability to evaluate an IoT network through UPRAMM or 
by dropping a pin to add a new one.

The Privacy Flag SmartApp



Step 7 (optional): User can optionally enable or disable Tor functionality 

Tor will allow the user to use the 
application with the maximum possible 
anonymization

The Privacy Flag SmartApp



Evaluation Algorithm designed and implemented to evaluate the websites through 
the PF addon and the installed applications through the PF Smartphone App.

The scoring system is based on:

- UPRAAM Score
- Technical Score of the devices

The Total Evaluation is estimated as follows:

Technical Analysis Types WebAddON SmartPhoneApp IoTPlatform

UPRAAM/Technical Analysis Green Orange Red

Green Green Orange Red

Orange Orange Orange Red

Red Red Red Red

Privacy Flag Observatory Index



Website and application final assessment:

A simple rule of two-thirds majority (the 66% rule) is used to 
generate evaluations with a minimum level of consensus when users 
provide contradicting evaluations.

66 %rule  Flag Evaluation

Green > 66% Green Privacy Friendly

Orange > 66 % Orange Privacy Issues 

Red > 66% Red Privacy Unfriendly

otherwise Grey Undecided

Privacy Flag Observatory Index



Privacy Flag Technical Score
New algorithm for technical analysis of the Web Addon was implemented, 
based on boolean automatic checks on various threats.

Expected return values

The final technical score is estimated as: 

Score Output

11 - 15 points Green

6- 10 points Orange

0 - 5 points Red

Threat Name

1
Does the website provide data encryption

(SSL/TLS)?
True 

2 Does the website provide HSTS? True 

3
Is backward compatibility with insecure SSL or TLS

versions disabled?
True

4
Does the website use a trustworthy certification

chain?
True

5 Does the website use Certificate pinning? True 

6
Does the website comply with any known privacy

policy eTrust, P3P, published privacy policy?
True

7 Is SDNS enabled? True 

Threat Name

8 Does the website use technologies with known security issues - Flash? False

9 Does the website use potentially dangerous advanced HTML5 APIs: Web Audio API? False

10 Does the website use potentially dangerous advanced HTML5 APIs: WebRTC? False

11 Does the website use potentially dangerous advanced HTML5 APIs: Geolocation (GPS)? False

12 Does the website use technologies with known security issues - ActiveX? False

13 Does the website use technologies with known security issues - Java? False

14 Does the website use technologies with known security issues - Silverlight? False

15 Does the website use technologies with known security issues - PDF? False



Privacy Flag SmartApp Technical Score
New algorithm for technical analysis of the smartphone app was 
implemented, based on the android dangerous permission groups.

The final technical score is estimated as: 

Permission Groups Minor/Major Score

'android.permission-group.CAMERA' major 2

'android.permission-group.CALENDAR' minor 1

'android.permission-group.MICROPHONE' major 2

'android.permission-group.CONTACTS' major 2

'android.permission-group.LOCATION' major 2

'android.permission-group.STORAGE' major 2

'android.permission-group.PHONE' major 2

'android.permission-group.SMS' major 2

'android.permission-group.SENSORS' minor 1

Max Score 16

Score Output

0 - 6 points Green

7 - 10 points Orange

11 - 16 points Red



Privacy Flag Threat Observatory



Privacy Flag Threat Observatory



Privacy Flag Threat Observatory



Privacy Flag Threat Observatory



Privacy Flag Threat Observatory



Privacy Flag Threat Observatory



Privacy Flag Threat Observatory



Privacy Flag Threat Observatory



Privacy Flag Threat Observatory



Privacy Flag Threat Observatory



Privacy Flag Threat Observatory



Conclusions


