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 H Texvnt Nonuoouvn & Hackers
* Néec Mop@éc KuBepvoetTiBEoewy
e O KUKAOC (WN¢C TwWV ETTIBECEWV

o YTTAPXEl AUUVQ;

e TI avapEVOUUE OTO PEAAOV

We foresee machines fighting machines - Al malware coming up against defensive Al

Steve Durbin, Information Security Forum
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Quiz:

Ti1 oxéon Exouv:

SECURITY
BREACH

Jease 1Y
thing went wrong. Pled
Some!

‘Eva Xpuooapo ‘Evac Oeppootdtng ‘Eva anoé ta MeyaAutepa
Data Breaches touv 2017
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Avartouia piac Al emmiBeoncg

Ta oToIxXEia:

e Casino pe totmkd Computer Room kai amrobrijkeuon Customer Data

e Eupcia xpnon loT

* Evudpeio o1o Lobby pe £€uttvouc ©@epuooTaTeg

[MpboPBaon Twv Oepuootatwy oto Core Network TTiow atrd 1o Firewall

lnyn: Business Insider, April 2018
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EloxwpwvTtag oTo OIKTUO HECW 0T

H pnéBodog:
e Al Network Scanning
o Avayvwplion akpwv Tricw atro 1o Firewall
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» EvTOomTondS sUGAWTWY onueiwy Kal padikn emiBson yéow Ai Bots ¢
o AvAKTNON EAEYXOU TOU ONUEioU

e Eicodoc o1o Core Network

e Internal Al File Scanning yia RDBMS Storage locations ¢ &

‘LI/’D

« Data Breach TpoowTTIKWV OTOIXEIWV TTEAQATWV

lnyn: Business Insider, April 2018
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Texvntn Nonuoouvn & EmmBeoeic

Historical Speed and Cost of Computations

To Al eITpETTEL: .

o [ToANaTTAQCIAOUO TTPACEWVY 1,000,000,000,000

* Meiwon k6aToUC/TTPALN 1,000,000,000

e ExtTaideuon Twv Packets S
 [priyopo DDoS Attempt Looping o

e AuTopaTtoTroinon €TMBOECEWY ﬂmi ’
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Source; Nordhaus, 2007 : = i
Arcessed 311717 * Computations per Second @ Cost per Million Comptatons (2017 Dellars)

lnyn: Nordhaus 2017
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Static
Signatures

Concrete malicious domain name
associated to trajan
serverl.39sbuIbw.ru

Manual definition, possibly
tooling-assisted

Exact matching of predefined
character or numeric

SequUences

Definitions human-readable

Very high precision

No generalization
Recall imited to the exact same
cases

Good explainability

Doas not scale

Requires manual definition

Not applicable to encrypted data
withrout MiTA

~ W [

Dynamic

Signatures

Houdini RAT telemetry pattern

regex: .*fifa-z]-(ready]|ri-
noylgnfaoh)

Manual definition, possibly
tooling-assisted

Matching of predefined rules (for
example, regex)

Definitions human-readable

Very high precision

Generalization limited

Recall limited to predefined
pattern; finds variations explicithy
covered by the pattemn

Good explainability

Does not scale well

Requires manual definition

Not applicable to encrypled data
without MiTM

Texvntn Nonuoouvn & EmmBeoeic

Behavioral
Signatures

Two illustrative found
instances
hxxp:ficrazyerror.sufb/
opt/868 1BAE3DB3IAZFIDA46
CD5E3
hxxp://50.63.147.69:8080
Mbireq/30111E6B21F373015
CH46CA4

Applicable through supervised
machine-lsarning

Matching of machine-leamead
rules or recognition of machine-
lzarned behavioral patterns in
transformed feature space

High precision

Generalization based on
similarity to known malware
Ideal for finding previously unseen

variations/subfamilies of known
infections

Good explainability but
maore complex

Scales somewhat well
Learned (semi)auto from data

Applicable to encrypted data
without decryption

High-Level Unsupervised
Patterns Anomalies
Generic characteristics of Expected vs. unexplained
suspicious traffic and unexpectad
|

||II I: Ly by
A A
Task for semi-supervised Unsupervised machine learning
machine learning Cases significantly distant to all

Very high-level patterns,
machine-learned 1o distinguish
generic behavior

Good precision

Generalization based on
commeon suspicious behaviors
High recall, good chance to find

true zero-days, at the cost of
more false alarms

Explainability limited
Findings may be difficult to
attribute to known infections

Scales well
Learnad (semijauto from data

Applicable to encrypted data
without decryption

known normal bahavior, whera the
model of known behavior is
machine-leamed

Distance measures can be

highly sbstract

Low precision

Generalization based on
unusual behaviors

Best chance to find true zero-days;
highest risk of false alarms

Explainability difficult
Findings may be difficult to
attribute to known infections

Scalas well
Learmned auto from data

Applicable to encrypted data
without decryption
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O KUKAOC (wnc Twv £mmBEocewy (Attacker’s Side)
§g; )

EoTtiaon oto Al Learning:
- 2X€0I00MOC £TTiIBEONG

-2 ApXIKN €1TiBeON

< Avaxaitnon
—2>AZloAdynon avaxaitnong
- Avaoxedlaouocg €1TiBeong
- AvakUkAwaon €TTiBeong

< Avayxaitnon
—>AZloAoynon avaxaitnong
-2 Avaoxedlaouocg e1TiBeong
- AvakUkAwaon €TTiBeong

-2 Aigioduon
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O KUKAOG (wNn¢ Twv emBcoewyv (Attacker’s Side)

Typical attack life-cycle
Command and control Privilege escalation Data exfiltration

Enterprise Escalate Gather and

recon privilege encrypt data e dxa

i i U — i i
_ e L 1 \\l\\ 1 M&A plan
ASwemces) ; : : : i
Persistent . : ; ;
Threat ' [ f‘ s [ Priority 1 R&D
; [ P e riority ] )
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Sandbox Evasion Attacks

Ti gival To Sandbox:

 ‘Eva ynoiakd «2kaupa»

o EAeyxopevo repIBAAAOV TTPOCON0IWO NG CUUTTEPIPOPAC |
o AZIOMOTOC TPOTTOC AViXVEUONG TNG AEIToupyiac evogc Malware T o l"’{
e H teAeuTaia ypappr auuvag oto Screening Twv Malwares - 7 -

NMwg AsiToupyei:

o AZIOTTOIEI TO JOVTEAO «QOPAAOUC TTAIXVIOIOU»

o To UTTOTITO OPXEIO EI0AYETAI EVTOC TOU KaIl Q@rVETAl EAEUBEPO va AEITOUPYNOEl

 H ouptrepIPopa TOU ACIOAOYEITAI KAl TO APXEIO KPIVETAl WG «ACTPAAECH 1 «ETTIOQPAAECY

lnyn: Cisco Security Report 2018
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Sandbox Evasion Attacks

NMwcg vAoTtroigital pia eTi@eon oto Sandbox:
o AvixveueTal n UTTap¢n Kal N apxITeKTovikr Tou (Sandbox Detection)
» To Malware emiTiBeTal oto unxaviopo Tou (Sandbox Evasion)

NMapadeiypa: EmBEcEIC HEOCW CUVNHHEVWYV APXEIWV:
» Aciotrolouv 10 “document_ close” kai “document_open” function

JOK
25K

20K

Volume

16K

10K

SK

__—‘__
0 o o o et
s & & s & & ¥ § s 3 3§ § 8
2016 2017
@ Malicious Samples Total Samples /-II’”/I'}, CISCO Securlty Report 2018
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Agv gipal pouTToT!

AAyopi0puol diaxwpiopou HvsM:
* ATTAG Checkbox

* Avayvwpion KeIYEVoU AL
e Avayvwpion Pattern %»w

2vs 239 1879 vs. 1879-1883

&§,>\_\,,H CAPTCHA
(Completely Automated Public Turing test
to tell Computers and Humans Apart)

e AvaQAuCn GUUTTEPIPOPAC

I'm not a robot

R

Submit

lnyn: Sydney Morning Herald
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Some facts:

Rl
5 3% 3 4% o
b o6 & [mh [mh

PDFs are the most common file  53% of defenders manage more 34% of security professionals
type targeted by insider threats. than half their infrastructure in completely rely on machine
the cloud. learning.

One suspicious user can have a big impact.

Why? It's simple: more security. For simpler, more automated security.

,‘ Million
L L_J |

Mobile devices are number one. Nyetya was installed on more Defenders still favor best of

They're the hardest to defend according to our than 1 million ComDUterS' breed.

Survey. Often via automated software updates. 72% use best-of-breed solutions.

lnyn: Cisco Security Report 2018
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YTTapXEl QuUVQ;

Al Incident Protection:

 [1poeToipyacia Ytrodouwv/IpoowTrikou
e [1lpooTacia Kpigipwyv Aouwy

o Apuva oe mlavn £TTiBeon

o AvTidpaon BAcel aTToTEAECUATOC

74%

might also require
can be addressed people and/or

by technology alone policies to address

lnyn: Cisco Security Report 2018
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YTTapXEl QuUVQ;

H €C€AIEN TWV UNXAVICHWYV AUUVAG:

r‘v&
Tunkn Npooéyyon Al NMpooéyyilon Vs S

‘\\.\/’
Malware Anti Virus Pattern Recognition Predictive Analytics
DDoS Network Traffic Monitoring Abnormal Network resources allocation
loT Endpoints Manual Device-Level Security Patches Network-Level behavior analytics
Social Engineering  Education Education + Social Biometrics detection
%Top

2-Box

Automation | 1% 83%

Machine Learning | 2% 77%

Artificial Intelligence 3%

73%

L
Not at All Completely
Reliant Reliant

lnyn: Cisco Security Report 2018
24 @ E;f & @ Info Quest | ‘isco
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YTTapXEl QuUVQ;

Al Security Blueprint:

Log Tracing
Behavioral Indicators Analysis
Supervised Learning
Unsupervised Learning
Constant Feedback

RS SN P I [ gt

Lnjﬂ
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YTTapXEl auuva;

Ektraideuon: Ti 6t vAoTtoloVoE N statpia oog eGv €ixe to
«Agv TTAipVOUNE KOPAMNEAEG ATTO EEVOUG Kot@AANAa EKMOUSEUMEVO TTPOCWTLKO:
* Evnuepwvoupe 10 IT TUAMA Pag yia utroTrTa Requests A
obili
» Anuioupyoupe KouAtoupa ETaipikng ETmikoivwviag Security
, . L N . 16% ---
o Alaxwpiloupe ETTayyeAPATIKO/TTPOOWTTIKO XWPEO Encryption/ |
, , . Privacy/ Endpoint
* Ag poipaddpacTe oToixeia Tautotroinong pag Data Protection ForeFr}'msics
39% _
) Cloud Access
35% 540, Firewall Security Broker
32% : (CASB)
17%
28% o o .
2 25% 2 Endpoint Web Application
22% Protection/ ,__ Firewall
° Antivirus Z - 17%
16%
i 7 Intrusion
Network ' Prevention
Forensics ' - - 16%
Multifactor
Budget Constraints Compatibility Issues  Lack of Trained f‘;;hentlcatlon

with Legacy Systems Personnel
2015 @ 2016 @ 2017

lnyn: Cisco Security Report 2018
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O KUKAOG (wn¢ Twv emOecewyv (Defender’s Side)

BEFORE

Discover
Enforce
Harden

‘fiﬁ

) Ll
Network Endpoint

NGFW VPN

Secure Access & Identity

~ W [

DURING

Detect
Block
Defend

Mobile Virtual
DDoS NGIPS
Web Security

Email Security

Security Services

AFTER

Scope
Contain
Remediate

& &

Cloud Email & Web

Advanced Malware Protection

Sandboxing

Network Behavior Analysis

lnyn: Cisco’s Attack Continuum 2018
% Info Quest
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Cisco Security Framework

End-to-End Protection:

* Network Security

* Access Control ggtﬁ?;
e Secure Mobility
e CSC
 Integration

Content
Security
Collaboration

Access Secure
Control Mobility

« Podicy Management  AnyConnect VPN « Email Secunty

» 802 1x » Web Secunty (AVC) * Web Secunty

« NAC » ASA Collaboration « Appliance or Cloud
» Posture assessmenl » Secure Remole Access » Jabber

« Device profiing * Virtual office « UCS Virtualization
» Identity Services » BYOD

lllllllll
CISCO

Powered
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TI avapevoupue oto PEAAOV;

Tnv KuBepvoao@aAsia oTo €TTIKEVTPO TOU OT TWV ETAIPIWV

Awaotaocelc KuBepvoaodaleiag oto IT Awaotaocels KuBapvoaoddAeiag oto OT

Eprnotevtikotnta 50% AwaBeopotnta 60%
Akeparotnta 30% Akepatotnta 35%
AloBeopotnta 20% Eumiotevtikotnta 5%

Critical
Infrastructure

lnyn: Industrial Cyber Security Center
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Y1repnpavocg Xopnyoc EBvikAc Ouadac KuBepvoaopaAegiag

FW UNIVERSITY
L] OF PIRAEUS 5
{ -

HELLENIC
CYBER SECURITY
TEAM

uni.systems
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