
Grzegorz Nocon
System Engineer

Cybersecurity made simple with Sophos: 
a comprehensive approach to manage your whole It security



EP GW

Cybersecurity made simple with Sophos

50% Endpoint Network 50%

Sophos Central
Synchronized Security Management

U
T
M

Sophos Central Endpoint

Central Server Protection

Sophos Intercept X

Sophos SafeGuard

Sophos Mobile

Sophos XG Firewall 

Sophos Sandstorm

Sophos RED & APX

Email Gateway

Web Gateway

How many management 
console?
Time of reaction?
COST   
RISK 

8

3,3h

1
8s



Security Heartbeat – Virus infection 

Virus detected

Remove
keys

Client in network quarantine



Security Heartbeat – Botnet and C&C 
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Security Heartbeat: Preventing Active Adversaries

Internet

Create Zero-Day Backdoor
Insert backdoor into legitimate 
application on file sharing site

1

User Downloads Application
Legitimate app with backdoor 
installed on user laptop

2

Command & Control
Backdoor calls out to C&C 
server and hacker gains 
control of machine

3

Credential Theft
Using hashdump and Crackstation
hacker gains admin credentials on 
compromised machine

4
Lateral Movement
Use ARP scan to connect to other machines and 
psexec to move to peer machines and leverage 
credentials to gain access
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Security Heartbeat: Preventing Active Adversaries

Internet

Create Zero-Day Backdoor
Insert backdoor into legitimate 
application on file sharing site

1

User Downloads Application
Intercept X Endpoint deep learning 
detects and blocks zero-day 
backdoor

2

Credential Theft
Intercept X Endpoint credential 
theft protection blocks attempts at 
compromising passwords

4
Lateral Movement
XG Firewall detects and prevents 
lateral movement attempts between 
computers
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Security Heartbeat™Security Heartbeat™

Command & Control
Intercept X Endpoint 
malicious traffic detection 
blocks call to C&C server
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33%
of customers have discovered 

up to 100 new applications

67%
of customers have discovered 

>100 new applications

Synchronized App Control



An Elegant Solution to Today’s App Control Problem

Security Heartbeat™
Synchronized App Control

Unknown Application
XG Firewall sees app traffic that 
does not match a signature

Endpoint Shares App  Info
Sophos Endpoint passes app 
name, path and even category to 
XG Firewall for classification

Internet

XG Firewall

Sophos Endpoints

1 2

Application is Classified & Controlled
Automatically categorize and control 
where possible or admin can manually set 
category or policy to apply.

3

100%
App Identification

and Control



“No other company is close to delivering 
this type of synchronized and integrated 
communication between endpoint and 

network security products.”

Chris Christiansen, VP of Security Products, IDC



3rd Party Validation

Sophos Confidential 10



Mission

Our mission is to be the 
best in the world at 

delivering innovative, simple, 
and highly-effective

cybersecurity solutions to 
IT professionals and 

the channel that serves them.

Strategy

Simple enough for small organizations, yet powerful 
enough for the enterprise.

Security made simple. Innovative, simple, and highly-
effective security solutions

Synchronized security. Security components that 
actively communicate with and enhance each other, 
spanning endpoint, network, and our entire product 
portfolio

Sophos Central. Single, integrated cloud-based 
management platform
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