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Introduction

<3l Personal data protection is a challenge both in terms of privacy and exploitation
for 5G and loT environment.

<=/ The European Union protects citizens against unilateral collection and privacy of
personal data:
% Including loT and smartphone application and;

«* Developed Applications outside the EU legal framework.
= Inefficient to implement or extent a privacy top-down mechanism.

<& Privacy-Flag intends to combine crowd-sourcing technologies together with
privacy monitoring agents, innovative privacy risk assessment methodology and
legal expertise to develop a privacy protection framework enabling citizens to
better control and protect their personal data.

Privacy-Flag assessment tool will help citizens to monitor and control their
privacy and data exploitation, notifying them by a smartphone application,
Website or a browser add-on.
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Crowd Values and Design Principles (1/2L)'

<% Crowdsourcing:

¢ Mainly constitutes an Online solving
approach and production model.

** Mostly is facilitated by an ICT
supported platform

Crowdsourcing has been defined as

a type of participative online activity

in which an individual, an institution, a non-profit
organization or a company proposes -via a
flexible open call-

voluntary undertaking of a task

to a group of individuals of varying knowledge,
heterogeneity, and numbers

* Users have only recently been recognized as an “alternative source” of

new product ideas.

* The basis of the crowdsourcing concept is that virtually everyone has a
potential to plug in valuable information.

Co-funded by the -I Co-funded by the
European Union Swiss Confederation

Infocom World 2016 _ Athens, Greece, Nov.02, 2016
Privacy Flag - based Special Session




P
(3 e

i
.ﬁ sl
OMIAOL ETAIPEIQN \ "«},\&

PRIVACY FLAG S
i
Crowd Values and Design Principles (2/2)

Design principles that form the basis for the constructive design are based on

data collection process and requirements deriving from it.

The process of determining requirements usually has three stages:
= Information gathering

= Representation

= Verification

The activity of understanding “what a system should do” has been given many
different labels, such as requirements gathering, requirements elicitation,
requirements analysis, and requirements engineering.

To explain different perspectives, the aim is to understand and identify

systems requirements:
*  Extraction, capture, gathering, construction, and generation.
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need to have the ability to exercise their right regarding privacy and
protect their personal information from any third party’s abuse, with their
concerns to rise even back in relation with organizational privacy practices.

is becoming a challenge, both in terms of privacy
and economic exploitation.

*»  The European Union (EU) has taken the lead in better protecting its citizens against
unilateral collection and exploitation of personal data.

(4

L)

L)

4

L)

*  For applications which are developed from outside the EU, it is rather difficult to
implement a privacy mechanism from a top-down approach.

L)

Privacy-Flag aims to effectively research the potential of crowdsourcing and
legal expertise )
based on a simple -to understand- visualisation of the privacy level.
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Privacy-Flag intends to provide a new paradigm of privacy risk assessment
combining:
d of risk identification and evaluation;

Q resulting to the corresponding Universal
Privacy Risk Area Assessment Methodology (UPRAAM)

Q to monitor, assess and inform about the privacy risk level of
any application;

O and for server connection;

Q in privacy and personal data protection;

Q and;

Q for companies located outside of Europe.
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for data protection include tasks such as
permission of people whose data is being collected and
acknowledgment of who is collecting that data and
clear statement of the purpose that these data will be used.

not share between third parties without consent from the subject(s) of
data and,

keep them safe and secure from potential abuse, theft, or loss.

and over the processing of personal data.

of the privacy-related normative framework

regulating the circulation of personal data.
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Architecture Overview (1/3)

Three general use cases — Application level
Smartphone application: Smartphone application

enables end-users to be informed about the level of risk it O | e ol | e v s
for his/her privacy, when using other smartphone l Anshza ntabigence l
applications. - N
- )| e

Browser add-on: Enables users to be informed on and !
to assess -or request- an assessment (assess
himself/herself) about the level of privacy risk for Process Management Dub Y VYYY
him/her, when accessing a website through a browser. B °=;=f:f::3:=mm“’ R nairl X gy TR P—
Website: j Dbtedspon
! Register end-users to in Privacy-Flag platform. k i it NotficationService | i
) Enable them to assess and be informed on the level of risk @ uomsted meligence J

for their privacy. Besides that, website collects the N et A

application - data according to the user assessment and d | et [ Sy

Service

sends data to the backend for analysis.
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This sub-level ensures the security and the privacy area, regarding the
interconnection between the functional components of the Privacy-Flag platform.

This component constitutes the security and business
discipline that enables end-users to access the right resources. It addresses the need
to ensure appropriate access on increasingly heterogeneous technology environments
and to “meet”/fulfill increasingly rigorous compliance requirements.

Encrypting or removing personally identifiable information to data
of the Privacy-Flag platform.

This architectural component confirms user identity. Also the
authentication component authorizes internal subscribers of the architecture, such as
UPRAAM subscriber.
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This sub-level presents the functional components and the incorporate
activities in the server side of the Privacy Flag platform.

The Web-service component constitutes the “endpoint” between the
“Application” and “Backend” level of architecture.

Undertakes to notify the user Through the alert service with
coloured message.

Provide a technical analysis of a specific website based on
UPRAAM questions and retrieve data from the Privacy-Flag knowledge database, in
order to detect outliers.

Stores the collection of user-data and manages it.

Includes an intuitive voting mechanism with
input from the Privacy-Flag subscribers, derived from the crowd sourcing technics.
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The starting era of computing research topics including Internet of
Things (loT) with 5G technologies,

¢ Increasing and
** Decreasing and
Internet of Things but a novel

paradigm whose full realization will be

«* In addition, IoT and 5G technologies
than earlier generations.

* The increasing use and efficiency of data processing have become the
predominant issue today.
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Privacy in the Context of loT and 5G (2/3)

<./ Depending on the security assurance deployments, risl: guarantees
are categorized as follows:

. Awareness of privacy risks imposed by smart things and network services
surrounding the data subject.

ii. Individual control over the collection and processing of personal
information by the surrounding smart things on the wired or wireless network.

ili. Awareness and control of subsequent use and dissemination of

personal information by those entities to any entity outside the subject’s
personal control sphere.

Privacy becomes high priority towards defining the 5G concept,
as privacy -together with security- formulate the “essential pillars”
to guarantee the QoS offered, especially for professionals
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The European Union, in the context of the definition of suitable strategic policy
and/or research framework,

)

< EU has identified several high level Key Performance Indicator (KPl's) among,
which are included the aim of enabling advanced user controlled privacy.

The European Union binds

X/

* Such as the specific purposes and consent of the person concerned, without
differentiating between data held in the public or private sector.

Article 8 of CFREU (Charter of Fundamental Rights of the EU): data protection as a fundamental
right
Directive 95/46/EC which is designed to protect the privacy and protection of all personal data

collected for or about citizens of the EU
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Thank you!

www.privacyflag.eu

For more information:

Dr. loannis P. CHOCHLIOURQOS
Head of Research Programs Section, Fixed

Coordinator of the Privacy Flag Project
E-Mail: ichochliouros@oteresearch.gr; ic152369@ote.qgr;

Mrs. Maria Belesioti & Mr. Nikolas Bompetsis
Research Programs Section, Fixed
E-Mail: mbelesioti@oteresearch.qgr: nbompetsis @oteresearch.qgr:
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