Security in a Cloud World?
Challenge Accepted!

Avtwvnc ZTAHATOMOUAOG
Commercial Director




Agenda

* Cloud:Eva véo Tomio
* To OwoovoTNuA
* Ta Workflows
* OLamel\ég
° Haupuva
* Social Engineering

KuBepvoenideoeic Ba ouuBaivouv.

Abuvauiec ota ovotiuata Sa anokaAvuntovral SLapKwC.

O owoto¢ oxedlaouoc Zvuotnuatwy, Atadikaotwy kat Eknaidbevonc da dtaopaliost tnv
edaytotornoinon tng ekdeonc o€ kivouvo, aAdd kot Twv anmwAELwV.
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To OwoovUoTnua

YnodopEc:
Private Cloud On-Premise
Private Cloud Off-Premise

Hybrid Cloud

Public Cloud ®%
Zuvdeopotnta (ApXLTEKTOVLIKA) “%

Local Network ﬂ@ @

Wide Area Network @ @@
Virtual Private Network @ | W@@ @

suvdeopotnta (MpwtoékoAAo) @

IlEJtSh Bernet @“@g

Wi-Fi
Bluetooth
NFC
M2M (z-wave, Zigbee etc)
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Ta Néa Workflows

*  Cloud Accessibility Process
* Internal Network
©  Wi-Fi
* VPN
*  4-5G Mobile

* Upload-Download Data Transfer

*  Backup @

* Disaster Recovery
* Collaboration

° |oT / M2M Networks

*  Sensors

* Beacons
°*  Hubs
* Financial Transactions

* Credit Card Clearance
* Block Chain-Crypto Currency




Ot VEEC amelAEC

* Eowtepkég: Malicious Insiders, Internal Leaks
*  E&wrtepkeg: Cyber Attacks, Network Attacks, DoS Attacks
*  'Eppeoec: Social Engineering (User targeted attack)

Mobile
...A &
EUUEDEG VX
Amelleg g ........... > @ Internet
(User) . :
PC ! -
0..7
PDA\Phones
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Data
Access

User
Device

Ot VEEC amelAEC

Mobile Leaks

App
Access

Malicious
Internals
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Ot VEEC aTmelAEC

Data breaches: Alappor Asbopgvwv

Weak identity, credential and access management: Keva Aodaleiac otnv NpoocBaon

Insecure interfaces and APIs: Keva ota APIs

System and application vulnerability: EvGAwTtec uTtOSOPEC
Account hijacking: YmokAomnry Kwdikwv

Malicious insiders: KakoBouAol Eowtepikol Mopot

Advanced persistent threats: 2>

Data loss: AntwAela AsSopEvwy

Insufficient due diligence: Avenapkng EAeyxog
Abuse/nefarious cloud service use: Kakn xprion Cloud Services

Cover tracks
and remain
undetected

Exfiltrate

Strengthen Commodity

Threats

Advanced
Persistent

Outbound
Test for

Denial of service: Texvnt Anayopeuon napoxng Cloud Ynnpeoiog mm
Shared technology issues: Keva amnd cluvBeon TexvoAloylkwv Movadwv

TOP SECURITY INCIDENTS IN CLOUD ENVIRONMENTS

Application Attack |. 4%

Web Application Attack | | | _ 43%

Vulnerability Scan T, 2%

Rerannaitante B 5o Real-time analysis

2200 customers
REEE ___ L 232,364 incidents
sy e Mnyn: Alert Logic Cloud Security Report 2014 .

Info Quest
[ anour TECHNOLOGIES



Ot VEEC aTmelAEC

loT & M2M Communication Vulnerabilities

* Smart Home Devices:
* [pootaocia pe amAd 8char Passwords
* Jmavia xprion Two Factor Authentication
* Account Enumeration by Timing Attacks

Security Flaws Of Top 10 loT Devices
e Smart Hubs pe USB Ports Y P

* Wireless Cameras Insecure Software/Firmware NI
* Sensors Insecure Web Interface N
Lack of Transport Encryption _

Seven. Five

loud interf, of 10 . o N o

vt e b e Insufficient Authentication

enumeration ssues exhibit account
enumeration ssues

Raised Privacy Concerns

100%

Failed to Protect Against Hackers
Discovering User Identity

of home security
systems do not require One system

strong passwords offered two-factor

authentication . .
Failed to Require Passwords [N

Vulnerable to XSS, Weak Credentials
SSL/TLS etc.

implementations are asingle

vulnerable to POODLE it Use Unencrypted Network Services

or allow the use of SSL ‘:;l:!:mmn il
version 2

Collect Information

i
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H apuva: IT Manager

Deter: AntoBappuvete mibBavolg elofoAeig
SECURE POLICIES AND PROCEDURES: Edappoote MoAwtikeg Aodaleiog kal tripnong tng IStwtikotnTag
STANDARDIZATION COMPLIANCE: Edappuodote kot l'vwaotomnolnote tnv tpnon Acboiwv Mpotinwv
INTERNAL AUDIT: Edpoppdote S108IKAOLEC ECWTEPLKWY EAEYXWV
STAY INFORMED: MopaUEIVETE EVNUEPWUEVOL VLA VEEG OTIELAEC

Prevent: Eumnodiote tn Slelcbuon ota cUCTAMATA COG
CODE SECURITY: Acdaliote Tov KwSIKA 0ag
ACCESS MANAGEMENT POLICY: Anuoupynote Duoiko kat Role €éheyyo mpooBacng
SECURITY TOOLKIT: Anutoupynote OAokAnpwpévo MAaioto Aodaleiag
STAY INFORMED: MNMopaUEIVETE EVNUEPWUEVOL VLA VEEG OTLELAEC

Detect: AviyveUote aueoa tnv mbavr anetin
MONITORING: EA£yxeTe cUVEXWG TN por Se60UEVWVY 0TO cUOTNUA CaG KOL TLG EL0OS0UG OE QUTO
LOG MANAGEMENT: EAéyéte TNV mpooPBaon
STAY INFORMED: MoapOpUeiVETE EVNHEPWUEVOL VLA VEEG OTTELNEG

Correct: AlopBwoTte 1000 To MPOBANUA OGO KOL TNV TNy TOU
PATCH MANAGEMENT: YioBetriote punxaviopd pollkig npooBnkng Patches
FORENSICS ANALYSIS: Avartu&te Unxaviopo avayvwpLong tne L6BoANG
STAY INFORMED: MopaUEIVETE EVNUEPWUEVOL VLA VEEG ATTEIAEC




H apuva: Cloud User

Change Your Password Like Clockwork

H ouxvny aAAayn tou Password amotpEnel Tnv KAKOBOUAN xprion Tou akOpa Kol AV KAATEL.

Screen Your Email With Neurotic Energy
To email anoteAel Baoiko mapaBupo yia ELoBoAn. EAEyXETe T ELOEPYXOUEVA OXOAOOTIKA.

Passwords With Real Words In Them Are The Slightest Secure
Mn xpnoLuomoleite kKoweg Aé€elg ota Passwords oUte aAAnAouyia xapaktnpwyv (12345678).

A few Records Will Enroll Upper And Lower Case
Omnou EMITPEMETAL CUOTNMLKA, AAAOLWOTE TN oelpd PETAEL Kedalaiwv kot Mikpwv XopaKTripwy.

Simply Utilize A Mystery Answer Once
Jtnv Epwtnon Aodaleiag, xpnolponoleiote Mia AavBoaopévn anmavtnon KoL amopUvnLOVEUOTE TNV.

UNDERSTAND YOUR CLOUD SERVICE PROVIDER SECURITY MODEL: Katavoeiote to Movtélo tou SP oag

/
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Aodalela peow anokEvipwonc: To Blockchain

“The blockchain is an incorruptible digital ledger of economic transactions that can be
programmed to record not just financial transactions but virtually everything of value.”
Don & Alex Tapscott, authors Blockchain Revolution (2016)

By storing blocks of information that are identical across its network, the blockchain cannot:
*  Be controlled by any single entity.
*  Has no single point of failure.

Centralized Decentralized Distributed Ledgers
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https://www.linkedin.com/pulse/whats-next-generation-internet-surprise-its-all-don-tapscott

H Apxn tTwv «KAstStwv»

The basis are the so-called public and private “keys”.

A “public key” (a long, randomly-generated string of numbers) is a users’ address on the blockchain.
Bitcoins sent across the network gets recorded as belonging to that address.

The “private key” is like a password that gives its owner access to their Bitcoin or other digital assets.
Store your data on the blockchain and it is incorruptible.

public key private key

@D
-ﬂ(

4

EMD PGP

encryption

Mamo:
Cgnfidential

famo
confidential

28

This guarter’s
earnings Nave

decryption
plaintext ciphertext plaintext
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To Social Engineering: Mia véa amelAn

/

“It takes 20 years to build a reputation and 5 minutes to ruin it”
Warren Buffet
R
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H Apxn

o

* KabBe olo TnUa aochalde iaq éXEl. Keva fj;New York Times hestselling’ author of- Tne Bone Caliec!orl_

*  Akopa ko av 6ev €xeL Texvika Keva, €xel o | I
ALOXELPLOTIKA "R

°  AKOMO KOl Qv EXEL TILOTOTIOLNOEL N ALOXELPLOTLKN

Awadikaoia, o YrevBuvocg MapakoAouBnong tng )
exeL Npoowmnikn Zwn /B ,

Htgh -tension wrred

e o) “_People

L] "*EBll
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Napadeiypata Social Engineering

Elkovika MnvUpata amno Tparmneleg

MPOCWTILKO LAVU O EUTTLOTOOUVNC Kal ETIEVOUTIKA TPOTAoN

TnAedwvikeg kKAnoelg avalntnong Bondeslag amo «oKelo» MPOoWTO, AOYW
atuxnuatog n atpvidiov poPARUATOC LYELOC

Mnrvupa armo €Lkovikr) ApXn YLt CUVETIELEG Hiag tapaBaong
Mride Qalowva (Blue Whale Suicide Game)

Blue Whale Levels

14. Cut the lip

15. Poke the needle arm

16. Make yourself hurt

17. Go to the roof of the largest and stand on the edge
18. Going to the bridge

19. Climb on the crane
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Napayovteg Emtuyiac

Ta B0pata 6ev avayvwpilouv eykailpwc TNV amelin

H oUvBeon moAAwV €TEpoyEVWV TINYWV «aBwoac» mAnpodoplac &€ Snuiovpyet
uTtoieg

Ta OUpata urtotipouV TNV afia tng mAnpodopiag mou divouv

O pecalwv «oTOXOC» OEV EXEL ALECO TIPOOWTILKO CUUPEPOV OTOV TEALKO
«OTOXO»

Ta BUpata avalntolV MPOCWTILKH avVayVwPLoN

Ta BUpata d& ocuveldNTomoLloUV TIC CUVETIELEC TWV MPAEEWV TOUG

Kevin Mitnick
!E CHONg.lOJG | EE



MéEBodot Atsioduonc

Phishing

Spear Phishing

Vishing

SMiShing

Man-to-Man Middle Attack
Man-to-Man Browser Attack
Social Media Mining
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% |- The average ransomware attachment

Phishing

Mail armo «DiAo»

* Aladebopévo oe enmibeoelc mpoc Financial
Institutes kat ISPs

OLKOVOIKEG

* Av Kol TEXVOAOYLKA Bewpeital mapwynHUEVO,  VYrnpeoiec
‘ 37%

TIAPOLUEVEL ETILITUXNC MEBOOOC Sleloduong

Percent of spam with ransomware attachments

% = Global

Internet
% = Portals
26%

rate in spam rose from an average of
0.6% in 2015 to nearly 40% YTD in 2016.

From: Ms Vader
Hi there!

[EpTaTaCargryrpepraEpegee £ |10 n xrjpa tou Darth Vader kot avaintw dtopo
EUMLOTOOUVNG yla va petaBLBdocw ta xpuoopuxeia Tou

v
5’:)(\ <(®o \5\’55 ?_Qﬁ @'3\ 5\)(\ 5‘5\ v\)‘:}» %QDQ oc} V\O‘s OQS‘ )’b(\ Qéo \\S\‘b\

avdpa pou oto Peyyadpl. 2teille povu ta oToLXELQ COU!
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Spear Phishing

Enmwvupo 2toxevpevo Mail oe
ETULAEYUEVO KOLVO

* 91% TtwvV TEXVOAOYLKA EEEALYUEVWV
KuBepvoemniBeoewv Eekvolv amo eva
2ToxeuVpEVO Phishing Mail

e Exelauénuevn emituyia €VovTL TOU amAou
Phishing, 6edopévncg tnC e€ATOULKEVEVNC
NPOOEYYLONG Tou BupaAToC

From: Ms Vader
Hi Antonis! OAa kaAd otnv Athens, Greece?

E{pa n xnpa tou Darth Vader kot avalntw atopo armo to
IT yla va petafLfaow ta xpuoopuxeia tou dvdpa pHou oTo
DeyyapL.

i
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Vishing

KAnon armo ewkovikn Apxn (Phising+Voice)

Evtog tou 2014, 21 ekatoppupla tepAivec SLlEppevoav
aro ¢ Bpetavikeég Tpamelec peow Vishing

Your payment
hasn’t gone
through

Please confirm
your account
password




SMiShing

Phishing péow SMS

200 ekatoppUpla SMiShing pnvopata
QTIOOTEAAOVTOL TIAYKOOULWG KaBnpepLva

Call . FaceTime ‘] Contact >

iMessage
Aug 17, 2012 3:25 AM

" Dear Walmart shopper,
Congratulations you have
just won a $1000 Walmart
Gift Card. Click here to
claim your gift.
www.WmartClick.com
A(cancel: reply STOP)

\
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Man-to-Man Middle Attack

ArtootoAn) Email péow umapKToU AIMOOTOAEQ ATTO UTTOKAOTIN
SSL oUvdeonc petaéu Browser kat Web Server

Mia povadikri Rogue DNS Attack xtumnoe tavtoxpova 70+ OLKOVOULKES YTNPECLEC

.

Web Application

J

@ -

Man in the Middle
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Man-to-Man Browser Attack

ArtootoAr) Email péow umapKToU OO TOAEQ
ekKHeTaAAevOEevoL Browser Vulnerability

90% Twv Emxelpnoswy eival ekteBelpeveg oe embeocelg Man-In-A-Browser

(@ http://www.

The Man-in-the-Browser attack is the same
approach as Man-in-the-middle attack, but in
this case a Trojan Horse is used to intercept
and manipulate calls between the main
application’s executable (ex: the browser) and
its security mechanisms or libraries on-the-fly.



https://www.owasp.org/index.php/Man-in-the-middle_attack
https://www.owasp.org/index.php/Trojan_Horse

Social Media Mining

EvbeAexnc Epevva yla Profiling tou Bupartoc.
XpnoLluomoLeitol we mpoepyaoia yia to Spear Phishing
ko to Vishing

100 ekatoppvpla Facebook Accounts eivat Weudn n Avtiypada
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H apuva

Information Systems Security
* Aodadlela MoAAamAwv erumedwy
* Advanced Malware Protection

* DNS Layer Protection
* Endpoint Protection
* Email Threat Protection

Sophisticated Segmentation
e AwaodaAion cuvalaywv I:I
e 2-Way Validation
* Transaction Authorization
* Wnodlakn Znuoveon

Secure Gateway

« Stops threats befbre they
enter the network

+ Easy activation

» File Trajectory &
Retrospective Security

» |deal for new or existing
Cisco Email or Web Security
customers

» Effective upsell for all
existing customers

O

Network Appliance

«  Wde visibility inside the

network with File Trajectory
& Retrospective Security

» lLayered with network threat

defense (IPS/INGFW) &
event correlation

» Broad selection of features-

before, during and after an
attack

* Ideal for IPSINGFW

customers

Endpoint

* Granular visibility and contral

at the endpoint level with
Device Trajectory, File
Trajectory & Retrospective
Security

* Protection for mobile and

remote devices

* Foradvanced customers

wanting comprehensive
threat protection,
investigation & response
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H apuva

Context Security:

Tt givat:

e Juvbuaopocg Apuvag kot KataotoAng

* Atlomnoinon tou loT mpog 0dpeAoc TG AcHAAELAC HaC
e IFTTT M2M Triggered Actions

iIf this then that

Mwc¢ Asttoupyel:

* Atlomnolel ouvdedeUEVEC CUOKEUEC

e Jemepimtwon mou &vac atcontripag (r.x. MNopta tou Computer Room) dSnAwoet
napoBiaon, evepyormoleital cuykeKpLpEVo Flow mou mpoAapfavel tnv €kBeon
TwV gvaiocOntwv dedopevwy pac otov eloBolea (m.x. apeon dtaypadn apxeiwy,
kpurtoypadnon dedopévwv)

Quest I O QU
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H apuva

Eknaidevon:

* «Agv OLPVOUUE KOPOUEAEC QTTO EEVOUCH

* Ae polpalopaote otolyeia Tawtomoinong Hog

e Evnuepwvoupe to IT THAMA pag ya UTtomta Requests

* Anuoupyoupe KouAtoupa yUpw amo tnv Etatpikn pag Emkowvwvia
o  Awaxwpiloupe to EmayyeApatiko ano 1o Mpoowrikd OwooloTnua

Anti-virus

Firewall

CYBER:
SECURITY. - &
TRAINING - =8

Security Awareness
Training




Some Facts:

Total
Ransomware
Payments

WannaCry

Bitcoin
Payments
— .—/
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uni.systems

Yrepndavoc Xopnyoc
EOvikng Opadog
KuBepvoaodaleirac

HELLENIC
CYBER SECURITY
TEAM




