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applications, websites and Internet of Things deployments
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PF smartphone app

PRIVACY FLAG

» It allows users to get information
on potential privacy risks from
installed applications in their
Android-powered mobile phones
and tablets.

/g

» It informs users whether installed
software is considered privacy PRIVACY FLAG
friendly or not friendly based on
the analysis conducted by the
Privacy Flag back-end system.
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PF smartphone app

PRIVACY FLAG

Step 2: shows a list of all installed applications
based on the evaluation




PF smartphone app

PRIVACY FLAG

Step 3: users can view more
information for each
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PRIVACY FLAG

» A tool that allows users to get
information about potential
privacy risks when browsing
throughout the Internet.

e The add-on informs users
whether a web site is
considered safe or not based

— input gathered by technical
enables

— crowdsourcing data from end
users.
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Implemented i

PRIVACY FLAG
The evaluation of the website is based on the top 20 threat matrix.

* Does the website provide data encryption (SSL/TLS)?

* What information does the website/server directly learn about a user
(using forms)?

* Which communication parties is data transferred to?
* Does the website use HTML cookies?

* Does the website use third party cookies?

e Does the website use HTML5 Web SQL database?
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FUTURE

| ENTERTAINMENT & ARTS
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PF application - loT

PRIVACY FLAG

» It allows users to get information
on potential privacy risks from
installed loT deployments based
on Crowd information

» It allows users to provide their
feedback on existing or register a

new loT deployment in the registry PRIVACY FLAG
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PRIVACY FLAG

Thank you!

] Eurepean Unien Swiss Confederalion



O velti QUDNAY @fies’e BEmews
waliana per la gy .
M (;, v @ National and Kapodistrian lI ll I . I II OT| . 3

University of Athens Do P
Chve a0t UNIVERSITE DU
Valorizzazione ¢ LUXEMBOURG compune

reliula & prass
INTERNATIONAL z

LULEA
UMNIVERSITY
OF TECHNOLOGY

PRIVACY
f%‘ FLAG




