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Enabling Crowd-sourcing based privacy protection for smartphone applications, websites and Internet of Things deployments
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Me tnv unoyneidtnta tou BoAgykavyk LoiunAe wg npoédpou tng Bouhng
Gvoie pia péxn yia t Siaboxn tou oto unoupyeio OIKOVOHIKWY. Aev gival
kal Aiyo va Siabéxeoal tov GvBpwno nou unnpée «todpog» tng peyaAltepng
olkovopiag Tng Eupddonng eni oKt Xpdvia Kal Unéypaye autd nou Aéue

KOPYQAIA
IAMNQNIKH TEXNOAOTIA

NicoTe Tnv andAutn
gpneipia ota Yuyeial
Y

«yeppavonoinony tng Eupwnng. ©a npoépxetal Aoinodyv o Siadoxog tou
YLoipunhe anod toug PideAeuBépoug wg avtdAAaypa yia tTn cuvepyacia Toug;
H pnnwg to veupalyikd autd ndécto Ba to kpatnoouy ol
XpiouavoSnpokpdteg; Auté eival o epdtnpa nou Bétel n Deutsche Welle.

«Xaipdpacte nou o BoApykavyk Léipunie anobéxBnke tv unoyngidtnta
yia npdedpog tng yepuavikng Boulngs, Snkwaoe tny Tpitn o npdedpog tng
Koivofouleutikhg Opéddac tou CDU ®dAkep Kaouviep EekaBapiloviag kai

TG TEAEUTAIEG ACAPEIES WG MPOG TNV UNOYNPIOTNTA TOU VUV UNoupyouU
OikovopIk@V yia to Seltepo tn téel aliwpa tou yeppavikol Kpatou,
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Price differentiation
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X Mmozig & EvoiKiaoT auTtoKivijTou

BapkeAwvn (BCN) - ABrjva (Otroiodnore) 2GR, 30 Sem
1 eviiAikag | Owkovopikn) ©on

MpoRoAr OAGKANPOU TOU prjva EvBExeTal va eQapuolovTal TTPOCBETEC XPEWOEIC VIO QTTOOKEUEC

Afnveo; Awpotia

a Afqyn E|60v0|ﬁoawv ™ Tiveral avaditnon - Tagvopnon katé  Kahotepn v 510(950lua amo 134 €
E Tipwyv
KaAuTepn ®envoTEPD Ipnyopotepn o shoyscanner
2 370 € 276 € 370 €
ITACEIG A . k B \ KBS0
3 wpeg (kata péco 6po) 11 wpeg 33 A (ka1d pEco 6p0o) 3 wpeg (kaTd pEco 6po)
v AmeuBsiag “
370€ ’ ’
i 9:50 my,  29PS0M  q40 EVOwIOOoTE OUTOKIVNTO O€
v! Aotan S 4rpacopéc am ABrvac amto 7 € Tnv nueEPa
276 € BCN Ameubsiag ATH
¢ 370 €
v ;;:;(xozlc 10:10 AT 3wpec 10A " 12:20 . (+1) E ¥ > ‘fr’-skyscanner
ATH AmreuBgiag BCN
Qpeg avaxwpnong A Kopuegaiol route operator
Avayipnon , 2y aecean | vueling
12:00 . — 11:59 p.p. 9:50 r.p.  2Wpec50A 5 140pp.
BCN Amevesiac  ATH A’"ta"'a myAustrian 7~
Emotpogii 9:00 mp.  G9PKA  q49:20 . : i
12:00 wp. — 11:59 p.p 2 3 H EE
ATH ATTeulgiac BCN
Tuvdeoporl diagnulopévwv
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Another example!
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Pubpilel To cakyapo Egopyiopévog o Maison Malesherbes
EpvToyav e Tnv... by HappyCulture™

o I )
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Adrva

oo 90 €

oo Bapkshwvn

BapkeAwvn

. : armod 16 €
amo MiAavo Mrepykapo
BapxeAwvn

(L oo 16 €
amo MiAavo

oTe
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=y  Brokers'may know

PRIVACY FLAG more than us!

0 0% _
@@@%O@ e® @ 60 MINUTES OVERTIME

@ g@ ? @@ © [, SHOCKED TO LEARN HOW DATA BROKERS
2 ARE WATCHING YOU?

V‘x =
T d

“IT'S NOT ABBW mTWE KNOW WE'RE SHARING, IT'S ABOUT WHAT WE
DON'T KNOW IS BEING COLLECTED AND SOLD ABOUT US.”

Steve KroftjAlcoholiem?

Tim Sparapani: Yes. Absolutely.

Steve KroftjDepression?

- Trackers are analyzing
Tim Sparapani: Certainly. our web trace for signs of

Steve KroftdPsychiatric problems?
Tim Sparapani: No question.

Steve Kroft: History crqgenetic problems?

Tim Sparapani: Yes .ICan:rerI heart disease name it, down to the most rare and, and most
unexpected maladies.

Steve KroftjSexual orientation?

Tim Sparapani: Of course.
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Avoid check in
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DON'T FORGET TO

CHECK-IN

on facebook
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Against search engines! 7/

PRIVACY FLAG

» Bobble: Chrome extension — How the search results that
Google returns to users differ, by executing search queries
from various world-wide points.

» TrackMeNot: A browser extension to avoid data-profiling by
search engines, periodically submits random search queries to
major search engines (AOL, Yahoo!, Google, and Bing) — fake
gueries to confuse search engines, the user’s real queries are
actually covered.
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&}  Critical
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v’ Location

v’ Product type

v Operating system
v Web browser

v’ Search history

v Account log-in

v’ Click / purchase history
v’ Cookies
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Thank you!
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For Further Communication
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Dr. loannis P. CHOCHLIOUROS

Coordinator of the Privacy Flag Project
Dr. Alexandros KOSTOPOULQOS

Hellenic Telecommunications Organization S.A. (OTE)

1, Pelika & Spartis Street
15122 Maroussi-Athens,

Greece
http://privacyflag.eu/

ichochliouros @oteresearch.qgr ; ic152369@ote.qr
alexkosto@oteresearch.gr
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