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Advertisements
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Price differentiation
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Another example!

4/13



Brokers may know 
more than us!
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Avoid check in
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 Bobble: Chrome extension – How the search results that 
Google returns to users differ, by executing search queries 
from various world-wide points.

 TrackMeNot: A browser extension to avoid data-profiling by 
search engines, periodically submits random search queries to 
major search engines (AOL, Yahoo!, Google, and Bing) – fake 
queries to confuse search engines, the user’s real queries are 
actually covered. 

Against search engines!
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 ShareMeNot: Browser extension to prevent third-party buttons 
(such as Facebook’s “Like” or Twitter’s “tweet” button) embedded 
by web sites from tracking users. 

 Surfhidden: Provides rotating IP address proxy servers; users send 
requests which are randomly routed through different proxy IP 
servers, in order to avoid IP-based tracking by the web sites. 

 Tor: Directs Internet traffic through a worldwide distributed 
network consisting of thousand relays to conceal users’ location 
from network monitoring and traffic analysis – establishing random 
paths through several relays.

Staying anonymous!
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 Research efforts: Popular general e-commerce retailers and 
travel retailers sites: numerous instances of price. 

 $heriff: Identifies price variations in a set of online stores.

 X-ray: How services (e.g., Gmail, Amazon, YouTube) use users’ 
data (by sending google ads, recommended products or 
videos) once they have it (e-mails, products in wishing lists, 
visited videos).

Against price discrimination!
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 Location

 Product type

Operating system

Web browser

 Search history

Account log-in 

 Click / purchase history

 Cookies

Critical parameters
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Thank you!
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For Further Communication
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http://privacyflag.eu/
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