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Introduction 

Personal data protection is a challenge both in terms of privacy and exploitation 
for 5G and IoT environment.  

The European Union protects citizens against unilateral collection and privacy of 
personal data: 
× Including IoT and smartphone application and; 

× Developed Applications outside the EU legal framework. 
Á Inefficient to implement or extent a privacy top-down mechanism.  

Privacy-Flag intends to combine crowd-sourcing technologies together with 
privacy monitoring agents, innovative privacy risk assessment methodology and 
legal expertise to develop a privacy protection framework enabling citizens to 
better control and protect their personal data. 

Privacy-Flag assessment tool will help citizens to monitor and control their 
privacy and data exploitation, notifying them by a smartphone application, 
Website or a browser add-on. 
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Crowd Values and Design Principles (1/2) 

Crowdsourcing: 

× Mainly constitutes an Online solving 
approach and production model. 

×Mostly is facilitated by an ICT 
supported platform 

 

 

Crowdsourcing has been defined as  
a type of participative online activity  
in which an individual, an institution, a non-profit 
organization or a company proposes -via a 
flexible open call-  
voluntary undertaking of a task                                              
to a group of individuals of varying knowledge, 
heterogeneity, and numbers 

Å Users have only recently been recognized as an άŀƭǘŜǊƴŀǘƛǾŜ ǎƻǳǊŎŜέ of 
new product ideas. 

Å The basis of the crowdsourcing concept is that virtually everyone has a 
potential to plug in valuable information. 
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Crowd Values and Design Principles (2/2) 

Design principles that form the basis for the constructive design are based on 
data collection process and requirements deriving from it .  
The process of determining requirements usually has three stages: 
Á Information gathering 
Á Representation 
Á Verification  

 

The activity of understanding �^�Á�Z���š�������•�Ç�•�š���u���•�Z�}�µ�o�������}�_��has been given many 
different labels, such as requirements gathering, requirements elicitation, 
requirements analysis, and requirements engineering. 
 

To explain different perspectives, the aim is to understand and identify 
systems requirements: 
Å  Extraction, capture, gathering, construction, and generation. 
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