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Why is Ransomware so effective?

SOPHOS



Root Cause of Infections despite Best-of-Breed Security

Office-Documentformats and PDFs are normally allowed
in E-Mail based communication

Security Controls do not work together or act as a system
Advanced Malware Batreff: Offizielle Warnung vor Computervirus Locky
Professional Adversaries P I

Social Engineering

Offizielle Warnung vor Computervirus Locky

Aufgrund wiederholter Email mit Nachfragen wie man sich im Falle einer

Infektion mit dem Computervirus “Locky” zu verhalten hat, haben Wir uns dazu entschieden in Ko

SOPHOS mit Anti Virensoftware Herstellern einen Sicherheitsratgeber zu Verfugung



Example Fantom Ransomware

Configuring critical Windows Updates

1% complete
Do not turn off your computer.
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Synchronized Security — Teamplay vs. Best-of-Breed

Next-Gen UTM @ Sophos
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Security Heartbeat

BN

Synchronized Security
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Security Heartbeat — Malware Infection

Remove Network Quarantine of Client
Keys
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Security Heartbeat — Botnet C&C-Traffic detected

Remove Kill Process Network Quarantine of Client
Keys
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Demo

Ransomware
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Rechnung

Word-Dokument mit Makros
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SafeGuard hat lhre Dateie gesichert.

Ihr Computer kdnnt eventuell unsicher
sein.

SafeGuard hat lhre verschlisselten
SOPHOS Dateien gesichert und Sie kinnen sie fiir «



(#) HTTP access denied x

< C | ® www.heise.de

B «c

SOoOPHOS

0 Blocked request: Sophos Security Heartbeat

Your network access has been restricted by Security Heartbeat on Sophos Firewall.
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SOPHOS Details zur Ursachenanalyse Hilfe »  michael veit ~

CENTRAL ] Ursachenanalyse
Admin

Alarme
Angezeigt werden:
Protokolle & Berichte

Ursachenanalyse

c\users\admin.sophos\desktop'\prog\sophostester.exe
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Richtlinien

Cuetemainstallimnen
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SOPHOS

Alle Ereianisse

SOPHOS

Ereignisse Einstellungen

Alle Ereignisse Ereignisse aktualisieren

29.09.2016 12:45:04 Bedrohung entfernt

29.09,2016 12:41:15 Ransomware blockiert in C:\Users\admin, SOPHOS \Desktopmalware. exe

29.09,2016 12:458:03 SophosClean-5can abgeschlossen

Kontrollzentrum
Fire SFVUNL (SFOS 16.01.0

System Datenverkehr
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Synchronized Security — Teamplay vs. Best-of-Breed

Next-Gen UTM @ Sophos
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Synchronized Security by Sophos

Best-of-Breed will be replaced by Security as a System

Intercommunication of Network-, Endpoint- and
Encryption Controls are mandatory

Detection of Advanced Threats (e.g. Exploit techniques)
ldentification of compromised assets in realtime
Automation of Incident Response and Remediation

Security Analytics (attack path, trajectories and lateral
movement)
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SOPHOS

Security made simple.



