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Why is Ransomware so effective?



Root Cause of Infections despite Best-of-Breed Security

•Office-Documentformats and PDFs are normally allowed 
in E-Mail based communication

• Security Controls do not work together or act as a system

•Advanced Malware

•Professional Adversaries

• Social Engineering



Example Fantom Ransomware



Synchronized Security – Teamplay vs. Best-of-Breed

Analytics

Next-Gen 
Firewall

Wireless

Web

Email

Disk Encryption

UTM

File Encryption

Endpoint

Next-Gen 
Endpoint

Mobile

Server

Sophos 
Central



Security Heartbeat

Synchronized Security



Security Heartbeat – Malware Infection 
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Security Heartbeat – Botnet C&C-Traffic detected
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Synchronized Security – Teamplay vs. Best-of-Breed
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Synchronized Security by Sophos

•Best-of-Breed will be replaced by Security as a System

• Intercommunication of Network-, Endpoint- and 
Encryption Controls are mandatory

•Detection of Advanced Threats (e.g. Exploit techniques)

• Identification of compromised assets in realtime

•Automation of Incident Response and Remediation

•Security Analytics  (attack path, trajectories and lateral 
movement)




