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Everything goes as a service...

Gseccrit v

SEcure Cloud computing for CRitical infrastructure
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Outsource hardware-related « Develop the Traffic

maintenance tasks Management System as a
Ease the deployment and of SaaS

new functionalities by taking . | gwer budget and rapid
advantage of cloud elasticity availability

Implement effective server-
backup policies

Enhance resilience and
minimize service downtime
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* New actors playing. Cloud
provider and ISP

Amaris

* Risks to cyber attacks
have been increased
(broad network exposure)
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The SECCRIT Threat and
Vulnerability Catalogue
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« Organised items into categories — NIST’s essential characteristics of
cloud computing at the core

* Identified impact type, i.e., CIA, and references when possible

Security Problems Prevalent in Cloud Offerings

Table 7: Rapid elasticity-related vulnerabilities and

(CO) Rapid Elasticity
: : 1D Description Type
Securlty Control Implementatlon Challenges — =
(scl) RE-1 to | Insufficient underlying (1) compute, (2) network | Vu
3 and (3) storage resources for sealing-up
NIST Essential Cloud Characteristics RE-4 tfo | Insufficient underlying (1) compute, (2) network | Vu
- & and (3) storage resources for scaling-out
On-demand Broad Resource Rapid Measured Org?:;izts'ona' RE-7 Scaling-out leads to performance issues be- | Th
Self-service Network Pooling Elasticity Service cauge "ot lined mm e dhmd el bl
Access e Table 10: Organisational issues-re
(ODSS) (BNA) (RP) (RE) (MS) (ol are ’7'3‘ Organisatiol
RE-8 Sealing [Mp | Description
ciated = — . =
I AED Scaling Ol-1 Malicious insiders in the cloud in
provider
(VN) pender : . -
or malf | OI-2 Poor information security processe
Physical Infrastructure RE-10 Calloe by the cloud infrastructure provider
(P) data ce | O3 Inadequate incident-response m
RE-11 Failure - ;lamcesses bﬂ,r.the :;Ud mfra'structu:
. ssues emerging because of poor ¢
The catalogue can be downloaded from https://seccrit.eu ;':;';g,‘j cation
BE-12_ | Virwal | ©I-5 Contractual issues that emerge |
cepted bankruptcy and potential switching
infrastr | ©I-6 Failure of a sub-contractor, which
EL. the primary “obligor” ie., a cloud in
_ RE-13 | Redun provider _
25.11.2015 © SECCRIT Consortium tothe s | OF7 Vulnerabilities emerging from a lac
. Jectto: of software versions and APls
riskR Assessment — = — _—




Once in the cloud... CgS\E?‘HN'
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Increase
e Resilience
e Measures against cyberattacks
e Mechanisms to control
e Cloud provider fulfillment of the SLA
e [SP fulfillment of the SLA
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. , . techno-legal guidance
resilience frameworR including O&

AnomAly detection in the cloud

tools for Audit trails And
root cAUsE ANAlYsis

risR Assessment

policy specification, decision
And enforcement

cloud AssurAnce profile
model driven security guidelines

25.11.2015 © SECCRIT Consortium 10



n ]
RESECCrit

SEcure Cloud computing for CRitical infrastructure IT
|

« Allow translation of high level availability requirements
(as stated in the SLA) into low level policies that the
framework can implement and monitor

[=To |
PAP Machine-readable Policy Procesos | Rendimiento | Usuarios | Detalles | Servicios

| Generate Machine-readable Policy ‘

Critical VM Migration If the average CPU load of the DB server exceeds 80% for |3 timesteps, then
VM Network Connection
Virtual Machine CPU Load notify [manuelrudoiph@iel via email

CPU Intel(R) Xeon(R) CPU ES649 @ 2.53GHz

LI write a log entry

Increase the amount of CPUs by one, if the load is still to high afters | timesteps,
and inform Riese.fraunhofer.de

notify [@iesefraunhoferde| vig email if the load is low again for 2 timesteps

100% 2,53 GHz

62 700 32123
141:15:50:50

show notification on demo Ul

. One timesteps represents |10 seconds | ¥

policy specification, decision
And enforcement
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« Allow independent view of logs and events information

 Disruption of service results on a fine (SLA)
« How to prove what went wrong when you are in the cloud?

Tenant View - VMWare I Tenant View - CloudInspector

n7?D

returns with st
located on a ¢

~ O I
e . L4 I ® | Assert: Anti-Affinity B Select an command Refresh
| Tenari(s): .
- Assert: An
Instance(s):
E \ | I This policy op
ﬁ set of virtual ¢
ﬁ == I request towan
s elements of th

tools for Audit trails and =25t 2udit command.
root cAuse ANALYsis hnﬁ-Afﬁmly Cheek Passed!
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* Monitor pre-defined parameters of the cloud (network
traffic, storage usage...) and trigger alerts in the event of
a deviation of the normal behavior of the system

Urban mobility servers Public devices

Network traffic pattern

N
City traffic
Controller

oA
o V)

resilience frAameworR including
AnomAly detection in the cloud
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« Continuous assessment of security properties across
the cloud architecture

Class Security Property Name
System/Service Integrity
INTEGRITY [Information Consistency

|Error Correction
[Password rotation

CONFIDENTIALITY |Concurrent Session Control
Strong encryption

cloud assurance profile
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! Development phase
Refinement H
R iy e eaten, v Fixes | oy semcreaton, roen

Bussines Objectives
and Reguirements

L

Security Objectives ) \,

Analysis > > Design

Leg=l Requirements

Define architecture

N Implemen- . .
_>>l wation 2 o | Perification

—

. Werify Implemantation

>
Deployment
L

Analysis design based on the . Implement security
Drecide which ) legal analysis and requirementsinto SW basec! on thEllgaland
compenents to cloud ify sacurity requirements . If necessary refine secynqr I'EqIJ!I'EFI'IEﬂL"'-
Anzlyze to-be-migrated . If necessary refine seCurity requirements . \-"Enf.yupemtmnal 4
SW components security requirements . Make organisation fit readiness
Drefine Security | fog cloudification
Requirements [bases
on Security Objectives) |
Anzhyze organizationsl
implicatio | . b based on
T based on rETnE based on refing ased on
define | |
v :
Security Requirements
Reference to Reference to Reference to

Guidelines, Best Practices, International Standards

model driven security guidelines
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« We have a central element to gather all information
« Support tool for IT equipment

 Information correlation among SECCRIT tools with
ETRA applications
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Thanks for your attention
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