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How we worked… 
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PREMISES 

SUPPORT 



Everything goes as a service… 

• Outsource hardware-related 

maintenance tasks  

• Ease the deployment and of 

new functionalities by taking 

advantage of cloud elasticity 

• Implement effective server-

backup policies 

• Enhance resilience and 

minimize service downtime 

 
25.11.2015 © SECCRIT Consortium 5 

• Develop the Traffic 

Management System as a 

SaaS 

• Lower budget and rapid 

availability 
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• New actors playing. Cloud 

provider and ISP 

 

 

• Risks to cyber attacks 

have been increased 

(broad network exposure) 

 

 



The SECCRIT Threat and 

Vulnerability Catalogue 

• Organised items into categories – NIST’s essential characteristics of 

cloud computing at the core 

• Identified impact type, i.e., CIA, and references when possible 
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The catalogue can be downloaded from https://seccrit.eu 



Once in the cloud… 
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Increase 

Resilience 

Measures against cyberattacks 

Mechanisms to control 

Cloud provider fulfillment of the SLA 

ISP fulfillment of the SLA 



SECCRIT OUTCOMES 
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• Allow translation of high level availability requirements 

(as stated in the SLA) into low level policies that the 

framework can implement and monitor 
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• Allow independent view of logs and events information 

 

• Disruption of service results on a fine (SLA) 

• How to prove what went wrong when you are in the cloud? 
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Tenant View - VMWare 

? ! Tenant View - CloudInspector 



• Monitor pre-defined parameters of the cloud (network 

traffic, storage usage…) and trigger alerts in the event of 

a deviation of the normal behavior of the system 
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• Continuous assessment of security properties across 

the cloud architecture 
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How we use all of these… 

• We have a central element to gather all information 

• Support tool for IT equipment 

• Information correlation among SECCRIT tools with 

ETRA applications  
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Santiago Cáceres  


