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Welcome to the 
next generation IT solutions 
with Sophos Synchronized Security
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Security industry 2D view
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It’s time for a security 
revolution
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Generations of security

Point Products

Anti-virus

IPS

Firewall

Sandbox

Layers
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UTM
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Synchronized Security

Security 
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Comprehensive protection 
• Prevent Malware
• Detect Compromises
• Remediate Threats
• Investigate Issues 
• Encrypt Data

MAC

ANDROID

WINDOWS

iOS

CORPORATE
DATA

WINDOWS
PHONE

LINUX

Synchronized Security
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Integration at a different level

Synchronized Security Alternative

• System-level intelligence
• Automated correlation
• Faster decision-making
• Accelerated Threat Discovery
• Automated Incident Response
• Simple unified management

• Resource intensive
• Manual correlation
• Dependent upon human analysis
• Manual Threat/Incident response
• Extra products
• Endpoint/Network unaware of 

each other

Management

Enduser Network

SIEM

Endpoint 
Mgmt

NW Mgmt

Endpoint Network
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Security Heartbeat

Green
Endpoints have full access to internal applications and 
data as well as internet

Yellow
Affected endpoints can be isolated from 
internal/sensitive applications and data while 
maintaining access to internet

Red
Affected endpoints are isolated from the network and have 
no access to internal systems or external internet

SOPHOS LABS

Sophos Cloud

Next Gen 
Network Security

Next Gen 
Enduser Security

heartbeat

Defaults and customization
There are no default policies based on health status so 
admins can customize responses as needed.  We are 
developing a best practices guide to assist customers in 
recommended policy setup.



99

How it works
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System Initialization

Registration
NGEP & NGFW register with Sophos Cloud which sends 
certificate/sec info to both

Connection
Endpoints initiate connection to the trusted Firewall

Validation
Firewall and Endpoints check sec info sent to them by Cloud 
to verify they are valid

SOPHOS LABS

Sophos Cloud

Next Gen 
Network Security

Next Gen 
Enduser Security

heartbeat

Support of multiple locations
Endpoints can establish connection to Firewalls 
at any customer’s location as the Sophos Cloud registry 
can be shared among all Galileo-enabled Firewalls
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Accelerated Threat Discovery

Security Heartbeat
A few bytes of information are shared every 15 
seconds from Endpoint to Network

Events
Upon discovery, security information like Malware, 
PUA is shared between Endpoints and Network 

Health
Endpoint sends Red, Yellow, Green health status to 
Network

SOPHOS LABS

Sophos Cloud

Next Gen 
Network Security

Next Gen 
Enduser Security

heartbeat

VPN support
Galileo supports endpoints connected within the local 
network as well as those connected via VPN as long as 
they are connecting to the Firewall.
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Synchronized 
Security 2015
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SOPHOS SYSTEM
PROTECTOR

Sophos Cloud

Next Generation Threat Detection

heartbeat
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Isolate subnet and WAN access

Block/remove malware
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Synchronized 
Security 2016
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SOPHOS SYSTEM
PROTECTOR

Sophos Cloud

Improved Threat Detection

heartbeat
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Lockdown local network access
Remove file encryption keys
Terminate/remove malware
Identify & clean other infected 
systems

User | System | File

Compromise

Firewall



1616

Your path to 
Synchronized 
Security
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Already using Sophos

* Cloud Endpoint requires Sophos Cloud Endpoint Protection Advanced or Sophos Cloud Enduser Protection subscriptions
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Conclusion
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Unique balance between Endpoint and Network
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https://www.sophos.com/en-us.aspx
https://www.sophos.com/en-us.aspx
http://www.google.co.uk/url?url=http://www.analystratings.net/stocks/NASDAQ/PANW/&rct=j&frm=1&q=&esrc=s&sa=U&ei=naQlVa_4BMS5sQGf34CIBw&ved=0CB4Q9QEwBA&sig2=Xr_sg--ZUvC10xKnWgoXIQ&usg=AFQjCNHXwbafVCBAU5UhmTV1hVFqCLSTNg
http://www.google.co.uk/url?url=http://www.analystratings.net/stocks/NASDAQ/PANW/&rct=j&frm=1&q=&esrc=s&sa=U&ei=naQlVa_4BMS5sQGf34CIBw&ved=0CB4Q9QEwBA&sig2=Xr_sg--ZUvC10xKnWgoXIQ&usg=AFQjCNHXwbafVCBAU5UhmTV1hVFqCLSTNg
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